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ABSTRACT

This paper presents a comprehensive study and practical implementation of a QR-based patient medication and
regimen management system. The system integrates mobile and web applications, QR code generation and
scanning, cloud-based storage, and secure database management to ensure accurate tracking of patient medications
and adherence to prescribed regimens. A key feature of the system is its ability to generate unique QR codes for
each prescribed medication, which patients can scan to record intake and update adherence status in real-time.

Additionally, the system provides separate dashboards for doctors and patients, enabling doctors to remotely
monitor patient compliance, modify prescriptions, and send alerts for missed doses. The backend server ensures
data consistency, security, and synchronization across devices, safeguarding sensitive patient information through
authentication and encryption mechanisms.

Comparative analysis with traditional manual or paper-based medication tracking highlights improvements in
patient compliance, accuracy, security, and overall healthcare efficiency. The proposed system demonstrates the
practical feasibility of integrating QR code technology, mobile and web applications, and secure cloud databases to
create a modern, reliable, and user-friendly solution for patient medication and regimen management.

Keywords: QR Code, Patient Medication, Regimen Management, Mobile App, Web App, Cloud Database, Data
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1. INTRODUCTION

Efficient medication management is essential for ensuring patient safety, improving treatment outcomes, and enhancing
overall healthcare quality. However, conventional methods of tracking prescriptions and monitoring patient adherence—
such as paper-based records, manual logs, or verbal reminders—are often inefficient, error-prone, and vulnerable to non-
compliance. These limitations can result in missed doses, incorrect medication intake, and increased administrative
workload for healthcare providers, ultimately affecting both patient health and clinical efficiency.

The integration of QR code technology, mobile applications, web applications, and cloud-based databases provides a
modern approach to address these challenges. QR codes enable fast and accurate identification of prescribed medications,
allowing patients or caregivers to scan codes to record intake and update adherence status in real-time. Mobile applications
allow patients to track their medication schedules and receive reminders, while web applications provide doctor
dashboards to monitor patient compliance, modify prescriptions, and send automated alerts for missed doses.

The system uses a secure cloud database (such as Firebase, MySQL, or MongoDB) to store and synchronize medication
data, while a backend server (implemented using Node.js) manages data processing, authentication, and communication
between the applications and the database. Authentication and encryption mechanisms are integrated to ensure data
security and patient privacy. Additionally, real-time monitoring and notification systems enhance treatment adherence
and enable proactive healthcare interventions.
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In summary, the proposed QR-based patient medication and regimen management system addresses key challenges in
conventional medication tracking, including non-compliance, medication errors, and data security concerns. By integrating
QR code technology, mobile and web applications, cloud databases, backend servers, real-time monitoring, and secure
authentication mechanisms, the system provides a robust, scalable, and user-friendly solution for modern patient
medication management.

2. System Overview and Components

The proposed QR-based patient medication and regimen management system is a comprehensive, secure, and user-
friendly solution designed to improve medication adherence, streamline patient monitoring, and provide real-time
tracking for doctors and healthcare providers. The system architecture combines mobile and web applications, QR code
technology, cloud databases, and backend servers to ensure accuracy, security, and reliability.

2.1 Hardware Components

e Mobile Devices (Smartphones/Tablets): Used by patients to scan QR codes, receive reminders, and record
medication intake.

o Desktop/Laptop: Used by doctors to access web dashboards, update prescriptions, and monitor patient adherence.

e QR Code Generator/Printer: Creates unique QR codes for each prescribed medication.

¢ Notification Devices (Optional loT-enabled devices): Sends automated reminders to ensure medication adherence.

2.2 Software Components

e Mobile Application: Enables patients to scan QR codes, track medication intake, view medication schedules, and
receive alerts.

e Web Application: Provides doctor dashboards to monitor patient adherence, modify prescriptions, and send
notifications.

e Backend Server (Node.js/Django/Flask): Handles data processing, user authentication, QR code validation, and
communication between mobile/web apps and the cloud database.

e Cloud Database (Firebase, MySQL, MongoDB): Stores patient records, QR code data, medication schedules, and
adherence logs securely.

e Authentication & Encryption Mechanisms: Ensures data security and privacy compliance.

2.3 System Operations

The system supports two primary operations:

1. Prescription Management and Registration:

Doctors create prescriptions and generate unique QR codes for each medication.
Patients register in the mobile app and scan QR codes to start tracking their regimen.
Backend ensures secure storage and real-time synchronization of patient data.
Medication Adherence Tracking:

Patients scan QR codes before taking medication.

Intake is recorded and updated in the cloud database in real-time.
Notifications/alerts are sent for missed doses.

Doctors can view adherence reports and intervene if required.
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2.4 Offline Handling and Synchronization

e The system supports offline operation, allowing patients to record medication intake even without internet
connectivity.

e During network outages, all intake data is stored locally in the app.

e Once connectivity is restored, the system synchronizes data with the cloud database, ensuring consistency and
accuracy.

2.5 Security Features

e User Authentication: Only authorized patients and doctors can access the system.

e Data Encryption: Protects sensitive patient information during storage and transmission.

e Audit Logs: All scans, prescription updates, and alerts are logged for monitoring and accountability.

2.6 System Benefits
o Efficiency: Quick QR-based medication tracking reduces manual errors.
e Accuracy: Real-time updates ensure correct medication intake records.
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Security: Authentication and encryption safeguard patient data.

Convenience: Mobile and web applications allow access from anywhere.
Transparency: Dashboards and logs provide clear insights into patient adherence.
Reliability: Cloud storage ensures secure, synchronized, and accessible data at all times.

3. METHODOLOGY

The proposed QR-based patient medication and regimen management system is designed to provide a secure, reliable,
and convenient solution for medication tracking and adherence management. It integrates mobile and web
applications, QR code technology, cloud databases, backend servers, and notification systems, enabling seamless
operations even in offline or low-connectivity scenarios. The methodology can be divided into web-based prescription
management, QR scanning and intake logging, adherence tracking and notifications, offline handling, and security
mechanisms, as described below.

3.1 Web-Based Prescription Management

1. Doctor Access: Doctors log into the web portal using secure credentials. The portal provides four key options:

o Create Prescription — generate prescriptions for patients.

o Generate QR Codes — assign unique QR codes for each prescribed medication.

o Monitor Patients — view adherence history and reports.

o Send Alerts — notify patients about upcoming doses or missed medications.

2. Patient Linking: The doctor links prescriptions and QR codes to the patient’s account.

3. Server Validation and Database Update:

o The backend server validates the request to ensure correctness and authenticity.

o The cloud database (patient_records collection) is updated with patient ID, prescription details, QR codes, and
timestamps.

4. Confirmation and Notification: Once the prescription is recorded successfully, the portal confirms the operation to

the doctor via an on-screen message.

3.2 QR Scanning and Intake Logging

1. QR Scan on Mobile App: Patients scan the QR code on the medication package using the mobile application.

2. QR Code Validation: The system verifies the QR code against the cloud database to confirm it matches the patient’s
prescription.

3. Intake Logging: The system records the medication intake, including timestamp, medication name, and dosage, in the
cloud database.

4. Feedback to Patient: The mobile app displays confirmation of successful intake logging and updates adherence
metrics.

3.3 Adherence Tracking and Notifications

Monitoring: The system tracks medication adherence for each patient.

Notifications:

Sends reminders for upcoming doses.

Sends alerts for missed doses.

Doctor Dashboard: Doctors can view real-time adherence reports and intervene if a patient misses multiple doses.

wo o MNpE

3.4 Offline Handling and Synchronization

e The system implements an offline-first design, allowing medication intake to be logged without internet connectivity.

o During network outages, all intake data is stored locally on the patient’s mobile device.

e Once connectivity is restored, the mobile app synchronizes all offline records with the cloud database, ensuring
consistency and accuracy.

3.5 Security Mechanisms

1. User Authentication: Only authorized patients and doctors can access the system.

2. Data Encryption: Protects sensitive patient information during storage and transmission.

3. Audit Logging: Every scan, intake log, and notification is recorded with patient 1D, medication name, dosage,
timestamp, and device ID.

4. Fraud Prevention: Unauthorized access or attempts to manipulate records are blocked by the backend server, ensuring
secure medication tracking.
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3.6 Advantages of the Proposed Methodology

Patient Convenience: Patients can log medication intake anytime using the mobile application.

Doctor Oversight: Doctors can monitor adherence reports remotely and intervene if necessary.

Reliability: Intake logging works offline and syncs automatically when connectivity is restored.
Security:Authentication and encryption prevent unauthorized access.

Transparency and Accountability:Audit logs and real-time updates provide clear tracking of medication
adherence.

Scalability: The system can manage multiple patients, prescriptions, and devices simultaneously.

Improved Patient Adherence: Timely reminders, alerts, and real-time logging enhance compliance with prescribed
regimens.

4. System Flow Diagram
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5. Novelty and Contribution
The proposed QR-Based Patient Medication and Regimen Management System introduces several innovative features
and improvements over traditional medication management methods. The key contributions are summarized as follows:

5.1 Web and Mobile-Based Patient Management

Unlike conventional manual prescription and medication tracking methods, this system allows patients and doctors
to access and manage medication schedules through a web or mobile portal.

The portal provides flexible options including: adding medications, setting reminders, viewing daily/weekly
regimens, and checking medication history.

Updates made in the portal are synchronized automatically with the patient’s QR code, ensuring seamless and real-
time service.

5.2 QR-Code Enabled Medication Tracking

Each patient is assigned a unique QR code representing their medication schedule.

Scanning the QR code on medication packaging updates adherence status, allowing doctors and caregivers to track
compliance accurately.

Offline scanning capability ensures that medication intake is logged even without internet connectivity, preserving
data for later synchronization.

5.3 Hardware and Data Security

QR codes are encrypted to prevent unauthorized access or manipulation of patient medication data.

Only registered doctors and authorized caregivers can update prescriptions or modify medication schedules,
ensuring privacy and safety.

Patient data is securely stored in a MongoDB database with proper encryption, reducing the risk of data breaches.
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5.4 Real-Time Synchronization and Notifications

e The system leverages loT-enabled mobile notifications and web connectivity to provide real-time updates to
patients and doctors.

e Alerts include medication reminders, refill notifications, and missed dose alerts, improving adherence and patient
safety.

e All actions are logged with timestamps, QR code ID, user ID, and status, ensuring full transparency and auditing
capability.

5.5 Multi-Mode Regimen Management

e The system supports multiple medication plans including daily medications, weekly prescriptions, and special-
dose regimens.

e This flexibility allows patients with complex or chronic conditions to follow their treatment schedules accurately.

5.6 Enhanced Patient and Doctor Experience

e By combining QR code-based medication tracking, web/mobile portals, and offline-first reliability, the system
significantly improves convenience, adherence, and reliability.

o Features like progress dashboards, adherence reports, and prescription summaries help doctors monitor patient
health effectively, while patients receive clear guidance and timely reminders.

6. Comparative Analysis

Compared to conventional medication tracking methods, the proposed QR-Based Patient Medication and Regimen
Management Systemoffersreduced manual effort, enhanced data accuracy, and improved patient adherence. The
table below summarizes the key comparisons:

Traditional System Proposed System

Web/mobile portal allows real-time updates
remotely

QR code-enabled digital tracking

Requires physical presence for updates

Manual prescription tracking and record-keeping

Limited data security; prone to errors Encrypted QR codes and secure MongoDB

storage
Difficult to monitor adherence Automatic adherence logging via QR scan
High chance of missed doses Reminders and notifications for patients

7. CONCLUSION

This project presents an integrated QR code and loT-based patient medication management system optimized for accurate
medication tracking and adherence monitoring. The combination of QR codes, web/mobile portals, and MongoDB ensures
real-time updates, offline-first logging, and secure data storage. Future work includes integrating Al-based dosage
reminders, smart pill dispensers, and expanding the system for multi-hospital and pharmacy networks to further improve
patient care and treatment compliance.
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