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ABSTRACT

This research study provides a privacy and auditable federated learning scheme that guarantees a secure and
decentralized machine learning collaboration. The framework can achieve transparency and accountability in
federated learning systems through the incorporation of differential privacy, secure aggregation, and blockchain
technology. The research tackles the issues of privacy preservation, the model accuracy, and auditing, using the
latest privacy methodology such as the different privacy methods and secure multi-party computation. The trade-off
between privacy and model performance is experimentally shown to be present and the blockchain offers secure
model updates that are auditable. This framework is especially relevant in privacy susceptible industries like
healthcare and finance where transparency and data security are the most important of all.
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I. INTRODUCTION

The growing privacy requirement in collaborative machine learning has sparked the development of federated learning,
where information is decentralized. However, it is very difficult to ensure transparency and accountability in such systems.
In this study, a federated learning framework with auditable purposes is suggested to support privacy-sensitive
collaboration [1]. The framework supports secure data sharing between organizations and also gives way to confidentiality
and it also protects auditing controls so as to enforce conformity to privacy rules and to prevent any type of malicious
activities, hence building trust and responsibility in a collaborative learning environment.

Problem statement

Federated learning has several benefits regarding the guarantee of data privacy; however the lack of transparent and audit
mechanisms impedes the guarantee of integrity and security in the process of collaboration [2]. Without proper auditing, the
federated learning system is prone to unhealthy operations, failure to respect privacy laws, and loss of trust. The current
study attempts to address these issues by suggesting an auditable federated form of learning, that ensures privacy-
conserving cooperation, accountability, and transparency.

Aim and Objectives
This study aims to create a federated learning system that is auditable so that it can facilitate privacy-sensitive collaboration
and guarantee transparency and accountability at the same time. The specific goals are:

% To develop a framework that enables federated learning that ensures the production of secure data sharing and
preservation of privacy.

To incorporate auditing mechanisms that can be used to monitor compliance and malicious practices.
To determine how the framework is effective in improving transparency and accountability.
To evaluate the scalability and the performance of the framework under real world collaborative environments.

°,
o

°,
o

°,
o

Novel Contribution
The study presents a new auditable system of federated learning, that combines powerful privacy protection methods and
full auditing. This framework makes federated learning transparent and accountable unlike the traditional system whose
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collaborative process is tracked and validated in real-time [3]. It relates not just to the issue of privacy; however it is the fact
that there is minimal auditing carried out in the current systems and the solution is both secure and scalable, enabling
compliant and trustful collaborative machine learning in decentralized contexts.

Il. LITERATURE REVIEW

Federated Learning in Privacy-Preserving Collaboration
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Fig. 1: Privacy-preserving Federated learning model

The concept of Federated Learning (FL) has become a privacy friendly machine learning framework, where data processing
is decentralized to a number of nodes or devices. FL also prevents exposure of sensitive information in training because
there is local storage of data and just model updates are shared [4]. It has been useful in many industries including the
healthcare field, banking and Internet of Things where privacy is critical [5]. Nevertheless, some issues remain in making
gleaning of the collaborative learning process accountable and transparent, in securing the integrity of data and model
updates exchanged by the participants [6]. To resolve such problems auditing mechanisms are being designed to trace and
verify decision-making processes in the federated learning thus creating trust and meeting regulatory standards.

Integrating Auditing Mechanisms in Federated Learning
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Fig. 2: Trust-Aware Incentive Mechanism for Federated Learning

It is becoming clear that the involvement of auditing mechanisms in FLs is the solution to privacy and regulatory integrity
[7]. Research recommends real-time audits capable of tracking movement of updates across nodes, hence ensuring models
are trained according to the specified rules [8]. Also, audits promote transparency, making all the interactions of the training
documented giving the stakeholders the tool to legitimize the process. In addition, it is essential to preserve privacy, and
such cryptographic methods as secure multi-party computation (SMPC) and differential privacy are used to save data and
provide audit paths [9].
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Fig. 3: System model for privacy-preserving federated learning

The foundation of FL is mostly based on privacy. Other methods, such as homomorphic encryption, secure aggregation,
and differential privacy protect confidentiality when training the model [10]. Differential privacy ensures that the data of
individual participants cannot be derived by observed information of aggregated model updates [11]. However, as much as
these approaches are invaluable to privacy, they also present an issue with the addition of auditing provisions as privacy
restrictions could restrict the information that can be audited [12]. A major difficulty in designing FL systems that are both
privacy and audit-compliant is striking a balance between both such as the regulations that comply with GDPR.

Challenges in Auditing Federated Learning Systems

Regardless of the potential of federated learning, there are serious challenges that are involved in the implementation of
auditing systems. One of the most important issues is making sure that the very process of auditing is not going to
undermine the privacy of the participants [13]. Conventional types of auditing use centralized data and this aspect does not
support the decentralized architecture used in FL [14]. A solution being offered includes blockchain-based auditing
mechanisms that allow positive logs of model changes and transactions to be maintained as well as maintain the privacy of
the data. Blockchain provides an open and unrestricted system, where every activity in federated learning systems can be
audited and traced without infringing privacy [15].

Applications of Auditable Federated Learning Frameworks
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Fig. 4: Federated Learning Framework for Consensus Incentive Mechanism
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Federated learning has been demonstrated to be quite promising when it comes to domains where data privacy holds a key
role like in healthcare and finance [16]. Federated learning can be used in healthcare, where predictive models can be
trained on patient data that does not leave the walls of the hospital system and sensitive health data is not exposed. By
introducing audit mechanisms, it is possible to ensure that the training is based on ethical standards as well as regulatory
provisions especially with regards to patient confidentiality [17]. Auditing federated learning systems is also important in
finance where data integrity is paramount, and as such, auditors can ensure that no manipulation of data is done during
collaborative training, that will allow them to make secure decisions [18].

Literature Gap

Though there is a vast amount of research studies on the topic of federated learning and privacy preservation, the aspect of
ensuring that these systems have strong auditing systems is not thoroughly studied. Much literature focuses on theory and
technical elements of FL, and also not on the practical difficulties of deploying transparent and accountable auditing
systems [19]. This study aims to fill this gap by coming up with a viable, auditable federated learning system that would
balance privacy, transparency, and security ensuring adherence to data protection laws and instilling trust in collaborative
machine learning systems.

TABLE 1: KEY CONCEPTS IN AUDITABLE FEDERATED LEARNING
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1. METHODOLOGY

Architecture Design:

The privacy-preserving federated learning (FL) system is a combination of blockchain, differential privacy (DP), and secure
multi-party computation (SMPC) that ensures privacy, transparency, and security [20]. Blockchain has enabled
decentralized training, where clients train models at their personal machines and send updates [21]. Smart contracts are
used to control auditing and verify model updates. Differential privacy protects the updates of the model, whereas SMPC
supports the secure aggregation, avoiding the data exposure.

Key components include:

Client Nodes: Conduct on-site training based on privacy methods related to DP and SMPC.
Blockchain: This is a decentralized registry that enables auditability and prevents manipulation.
Smart Contracts: Govern audits, model checks and incentive schemes.

System Simulation:

The framework is tested within a simulated setting, with a focus on the conformance to privacy rules, the effectiveness of
training, and the effectiveness of auditing [22]. Experiments are done in the form of model training in the sphere of
healthcare, finance, and the Internet of Things, with the level of privacy, accuracy, and latencies being measured [23]. The
integration of blockchain will consider scalability, security and the ability to offer transparent audits.

B. Simulation Tasks

Compliance Simulation:

This test is testing the compliance of the framework to privacy laws, especially the EU General Data Protection Regulation
(GDPR) and the Health Insurance Portability and Accountability Act (HIPAA) [24]. Model updates are logged using
blockchain records, and the data confidentiality is ensured with the use of encryption and different privacy, whereas the
auditability is provided [25]. Smart contracts are also applied to confirm the compliance and guide the process of data
aggregation, therefore monitoring every update to avoid unauthorized reproduction or hacking.

Security Simulation:

Penetration and stress tests are pursued to evaluate the resilience of the framework in case of cyber-attacks and data leaks,
seeing how the framework would not compromise the integrity of the data under the surprise of intruders [26]. Such metrics
as response, time of breach detection, and various robustness levels are measured, and the ability of blockchain to maintain
audit trails in the presence of security dangers is also investigated.

C. Experimental Procedure of Federated Learning System

Pre-Test Phase: It involves the introduction of a federated learning framework and its privacy preserving methods and
audit process to the participants [27]. A pre-intervention evaluation measures their knowledge on the system and relevant
data privacy laws.

Task Execution Phase: Participants train models offline, use differential privacy and send their updates to the blockchain
to be verified [28]. The activities are aimed at privacy sensitive industries, like healthcare and finance, where blockchain
technology provides the means to being audited.

Post-Test Phase: : The participants take a survey on usability, compliance and effectiveness of auditing. The metrics of
performance such as time spent on finishing tasks, accuracy, and security breach detection are monitored.

D. Data Analysis Plan

Quantitative Data Collection:

Data is collected related to the performance of the system such as the time taken to complete the task, errors as well as the
breach detection [29]. Measures of model accuracy and the privacy trade-offs are also measured. These statistics are used to
write about the possibility of privacy protection methods, audit systems and overall system performance in federated
learning.

Statistical Analysis:

The collected data will undergo several statistical analyses:

Descriptive Statistics: A summary of system performance is provided with the emphasis being on such metrics as average
time of tasks completion and level of error.
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Independent t-tests: The statistical comparison is done between the performance of the system in different privacy settings
(DP vs. no privacy).

ANOVA: The analysis is to investigate differences in performance in the case of several configurations of privacy and
auditing mechanisms.

Correlation Analysis: For determining the privacy levels according to model accuracy.

Mathematical Models and Techniques
The main machine learning models and privacy-preserving models used in this framework include:

Linear and Generalized Linear Models (GLMs):

Linear regression helps to predict the contiguous insights like financial forecasting processes [30]. The Logistic regression
models help in binary classification that are mainly helpful for medical diagnosis. The Ridge and Lasso regression helps in
the regularization process, preventing the overfitting in the high-dimensional datasets.

Mathematical formulation: Y =XB+€

Here X denotes feature matrix, y denotes target variable, § denoting coefficient vector, and € denotes the error term.

Decision Tree-Based Ensemble Models:
The Random forest model is one of the powerful models that ensembles mainly for the regression and classification
analysis [31]. The Gradient Boosting Machines (XGBoost, LightGBM) are applied into the distributed environments
however these require careful aggregation.

N
Decision Tree Equation (used in Random Forest): f (X)= Jai hi (x)

1=

Here ai denotes the weight of the tree, hi(x) denoting the decision tree function.

Neural Networks:

The Neural Network models are used for complex tasks like model sequencing or image classification. The Recurrent
Neural Networks (RNNs) and Convolutional Neural Networks (CNNSs) are very generic models that are used for federated
learning models implemented in 10T and healthcare systems [32].

Neural Network Equation: Y =f (Wx+Db)
Here y denotes output, X denotes input, W denotes weight matrix, and b denoting the bias term.

Clustering and Unsupervised Learning Models:

This Federated K-means clustering is applied for clustering data without sharing the raw data, that are aggregated to center
securely [33]. The PCA (Principal Component Analysis) helps to reduce the model complexity in locals before the process
of federated aggregation.

_ 1§ i
K-Means Mathematical Equation: pk _/ Ck / xich QX

Here x; are the data points included in cluster k and pk is the center of cluster Ck.

E. Expected Models and Charts
Accuracy vs. Privacy Graph:
This chart will show how increased privacy settings (differential privacy) impact the model’s accuracy.

Communication Overhead vs. Security:
A chart comparing blockchain-enabled federated learning models' security with the communication overhead introduced.

Audit Trail Visualization:
A flowchart showing the submission and verification process of model updates on the blockchain, ensuring the system is
auditable.

Performance Comparison:

Line graphs comparing the federated learning framework’s performance (response time, error rates) under different privacy
and auditing configurations.

F. System Architecture Diagram
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Fig. 5: Privacy-preserving federated learning Architecture Diagram

This architecture diagram shows a privacy-saving federated learning model that includes almost secure aggregation, audit

validation, and statistical analysis to guarantee privacy and model integrity and privacy-preserved updates.

G. Flowchart
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Fig. 6: Flowchart for Federated Learning with Blockchain Auditing

The flowchart represents the flow procedure of the model updates, blockchain validation and audit trail recording in the

federated learning system.
H. Pseudocode for Key Components
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Fig. 7: Pseudocode

This pseudocode uses privacy-preserving federated learning using differential privacy and homomorphic encryption that
ensures secure and audible updates, protects data privacy and model integrity.
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IV. RESULT AND DISCUSSION
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Epoch 2/5
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Client client2 - Loss: 2.2995800000
Epoch 3/5
Client client® - Loss: 2.2990000000
Client clientl - Loss: 2.2990000000
Client client2 - Loss: 2.2990000000
Epoch 4/5
Client client® - Loss: 2.2935800000
Client clisntl - Loss: 2.2935000000
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Epoch 5/5
Client client® - Loss: 2.2930000000
Client clisntl - Loss: 2.2930000000
Client client2 - Loss: 2.2930000000
Federated learning training completed!

Fig. 8: Federated Learning Model Simulation

The figures show simulated federated learning on three clients (client0, clientl, client2) that train a simple neural network
on three clients during five epochs. The loss per client diminishes gradually at every epoch showing the convergence of the
model. It involves simulation on synthetic data having a simulated loss function and the simulation demonstrates the
improvement of local models iteratively, maintaining client-specific updates and simulating decentralized training in
federated learning.

gradients{model, noise factor=0.1):
el.pararetersi():
if param.grad is not Nome:
noise = torch.randn_like{param.grad) * moise_factor
param.grad += noise
add noise to gradients(model)

Fig. 9: Differential Privacy: (Gaussian Noise to the gradients)
The code used here, introduces the concept of differential privacy by gradient noise addition to model training. The add
noise to gradients function repeatedly added noise to each gradient in the parameter, created noise, and added it to the
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gradient in case of noise control, it has a noise factor. This method makes certain privacy of individual data points using
gradient perturbation.

Fig. 10: Simulating blockchain logging of federated model updates

The figure illustrates the simulation of blockchain records on the update of federated learning models. It demonstrates a
simple block chain class which builds new blocks, hashes them and integrity is authenticated through a proof-of-work
scheme. The blockchain guarantees adaptability and audibility of federated model updates by providing security in terms of

logging.

Fig. 11: Simulating secret sharing for secure aggregation

Secret sharing in federated learning and secure aggregation are illustrated in the succession in the following figure. The
aggregate updates function calculates the global model update by taking the average of updates as described in the
aggregate updates function. As seen in the output, the aggregate global model update can be represented as a tensor, with
values [-0.7015, -0.2659, 0.4363, 0.1225, -0.3785] reflecting the summation of the local model updates into a global

update, and, as a result, maintaining the privacy of data in an aggregation.

Fig. 12: Descriptive statistics
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The figure presents descriptive statistics of accuracy and error rate when there is different privacy (DP) and when there is
no privacy (DP). Mean accuracy of DP is 0.855, as compared to 0.105 of non-DP; mean error rate of DP is 0.14, which is
compared to 0.130 of non-DP.

T-test: t-stat=1.5875567228888183, p-valus=.13239226863958471

Fig. 13: T-test Evaluation

The result of the T-test assessment is presented in a subsequent figure with a t-statistic of 1.507 and a p-value of 0.182
showing that there is no significant difference between the two groups: 1: t(35) = 1.507 and p = 0.182.

AOVA: f-5tat=0223.799993999751, p-value=9.813814686231574-17

Fig. 14: ANOVA Test

The other figure indicates the outcome of an ANOVA test, the F-statistic of which is 2223.8 and the p-value is 9.81810 -17,
that is very significant to reveal that there is an essential difference between the compared groups.
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Fig. 15: Accuracy vs Privacy

The following figure shows the relationship between the results of the model and the degree of privacy. When privacies rise
above the level of No Privacy to the level of DP High, model accuracy increases, reaching values of 0.850 at No Privacy to
0.890 at DP High and hence the effect of privacy preserving techniques.

Camefation Hoatmap: Communication Overhead vs Securny Level
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Fig. 16: Communication Overhead vs Security Level
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The heatmap showing the relationship between the communication overhead and security level can be observed figuring
out the strong negative correlation of -0.98. The more overhead communication increases, the less security there is, and this
shows the burden of communication trade-off against the security in the system.
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Fig. 17: Audit Trail: Blockchain Verification Process
The figure shows the audit trail of blockchain verification among three customers. Every client is also updated with three
parts with the green, blue, and red color: representing blue (Client to Blockchain), green (Blockchain to Smart Contract)
and red (Smart Contract to Server). Every customer has the designs of the same verification procedure.

Response Time Distribution by Privacy Level
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Fig. 18: Response Time Distribution by Privacy Level

This box plot shows the distribution of response time to different levels of privacy. Response times are more numerous as
the privacy increases; in case of “No Privacy” the response times are between 0.25 justice 0.35 seconds, but in the case of
“DP High-Privacy is 0.45 to 0.55 seconds highlighting the privacy-performance trade-off.

DISCUSSION

The findings highlight the nature of trade-offs in federated learning that exists when privacy-protecting technologies are
used. Privacy can be increased to improve model accuracy evidence, by using differential privacy, however at the cost of
increased response times. Data privacy is ensured by the use of aggregation techniques like secret sharing whereas security
and up to date auditing of the model are ensured by blockchain technology. Statistical analyses, such as the T-test and
ANOVA, prove that there are significant differences in performance due to privacy changes and, therefore, demonstrate the
security, privacy, and performance relationship in a decentralized training setup.
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V.CONCLUSION

This study proposes a federated learning system with privacy and auditing aspects, that integrates differential privacy,
secure aggregation, and blockchain to make model updates transparently. It shows a trade-off between privacy and
performance so that it meets the privacy rules and improves confidence in collaborative machine learning in fields such as
healthcare and finance.

Future Directions

Future studies can be undertaken to verify how the framework could be scaled up and by what means, especially in real
time collaborative scenarios. Also, further research of hybrid privacy-preserving methods, more sophisticated blockchain
and optimization of audit processes in federated learning will be useful to balance the security, performance, and privacy of
various applications.
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