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ABSTRACT 

 

The growing spread of counterfeit products has become a serious global concern, impacting both consumers and 

businesses. Fake goods cause major financial losses, harm brand reputation, and may even threaten consumer 

safety. Conventional product verification methods often lack transparency and reliability, making it difficult to 

confirm authenticity. 

 

To overcome these challenges, this project introduces a blockchain-based product authentication system that 

promotes security, transparency, and data immutability within the supply chain. Genuine products are assigned 

unique serial numbers or identifiers, which are securely stored on a decentralized blockchain ledger. Before making 

a purchase, customers can scan or enter the product’s serial number to verify its authenticity against the blockchain 

record. Because blockchain data is tamper-resistant and distributed across the network, it prevents unauthorized 

modifications and fraudulent activities. 

 

In addition, the system integrates a specially designed algorithm to identify suspicious patterns and detect potential 

counterfeit activities, adding an extra layer of security. By combining blockchain transparency with intelligent 

detection mechanisms, the proposed solution offers a secure, efficient, and user-friendly method for product 

verification. Ultimately, it strengthens consumer trust, protects brand value, and supports global efforts to combat 

counterfeit trade. 
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INTRODUCTION 

 

Counterfeit products have become a major global concern, impacting manufacturers, retailers, and consumers across 

various industries. The widespread presence of fake goods in supply chains leads to significant financial losses, damages 

brand reputation, and poses serious safety risks to customers. Recent reports estimate that counterfeit and pirated goods 

account for nearly ₹4.6 lakh crore, representing about 3.3% of global trade. This alarming growth emphasizes the urgent 

need for a reliable and transparent system to ensure product authenticity. 

 

Conventional anti-counterfeiting techniques such as holograms, barcodes, and serial numbers are no longer sufficient, as 

they can be easily copied or altered. These weaknesses highlight the demand for more secure and trustworthy technologies 

that guarantee data integrity throughout a product’s lifecycle. Blockchain technology offers a promising solution. As a 

decentralized and immutable digital ledger, it allows secure recording, tracking, and verification of transactions across a 

distributed network. Its transparent and tamper-resistant features make it highly suitable for safeguarding product 

authenticity. 

 

This project examines the integration of blockchain technology into supply chain management to identify and prevent 

counterfeit goods. In the proposed system, authentic product serial numbers are stored on a blockchain ledger, and unique 

QR codes are generated for each item. Customers can scan these QR codes to instantly verify product authenticity. This 

method strengthens consumer trust while helping manufacturers and retailers protect their brand image. 

 

The project also outlines the system’s design and technical architecture, including a specialized algorithm for detecting 

counterfeit patterns and evaluating system performance. It further addresses potential challenges such as scalability, cost of 
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implementation, and user acceptance. Overall, the study shows that combining blockchain technology with QR-based 

verification provides a secure, transparent, and efficient approach to minimizing counterfeit products in the marketplace. 

 

LITERATURE REVIEW 

 

The system proposed in [1] introduces a decentralized Blockchain based application system (DApp) with a view to 

identifying counterfeit products in the supply chain system. With the rapid rise of Blockchain technology, it has become 

known that data recorded within Blockchain is immutable and secure. Hence, the proposed project [3] here uses this 

concept to handle the transfer of ownership of products. A consumer can verify the product distribution and ownership 

information scanning a Quick Response (QR) code generated by the DApp for each product linked to the Blockchain 

 

This system [2] will be using Quick Response (QR) code to provide robust technique to try and stop the practice of 

counterfeiting the products. Fake products can be detected using a Quick Response scanner, where a QR code attached to 

the product is linked to the Blockchain network. Now, this concept might be used to store the data like product details and 

generated unique code for that product as blocks to the database of Blockchain. 

 

This System [3] provides the emerging technology of web use cases, Quick Response (QR) codes provide a robust 

technique to fight the practice of counterfeiting the products. Counterfeited products can be detected using a QR code 

scanner, where a QR code of the product is linked to Blockchain. So, this system may be used to store product details and 

generated unique code of that product as blocks in database. It collects the unique code from the user and compares the 

code against entries in the Blockchain database. If the code matches, it will give all the information of the product 

otherwise no information will be outputted to the customer which shows that the product is fake or counterfeited. 

 

This paper [4] presents the system designed for anti-counterfeit using Blockchain technology and to give end user and 

supplier power to track supply chain of product in a secured environment. In an overview of proposed system, it is aimed to 

solve the problem of brand counterfeiting and provide the chance to the customer, vendors, and suppliers to check the 

integrity of the product. 

 

In this paper [5], a decentralized application system (DApp) has been introduced that usesCustom blockchain technology in 

its architecture. The Dapp simulates a real-world supply chain and ensures the ownership of product is transferred and 

recorded in the blockchain network. Besides, the system proposed here can also be implemented in Ecommerce and retail 

sites that can considerably bring transparency in the virtual platforms for all consumers. Though Radio Frequency 

Identification (RFID) has been used for research in this sector previously, it has posed security and privacy risks which can 

be efficiently dealt with using blockchain. 

 

In this project [6], with emerging trends in mobile and wireless technology, Quick Response (QR) codes provide a robust 

technique to fight the practice of counterfeiting the products. Counterfeit products are detected using a QR code scanner, 

where a QR code of the product is linked to a Blockchain. So, this system may be used to store product details and 

generated unique code of that product as blocks in the database. It collects the unique code from the user and compares the 

code against entries in the Blockchain database. If the code matches, it will give a notification to the customer, otherwise it 

will give the notification to the customer that the product is fake. 

 

In this paper [7], Customers examine the product details using secret key code and afterward they can distinguish the phony 

item. It contains only the verification certificate, license and verification number. The overall improvement of a thing or 

development reliably goes with danger factors, for instance, producing and duplication. 

 

The system [8] is built on a blockchain, and businesses that use it will just have to spend the necessary sums of money to 

create and modify their contracts   The system contains only two roles i.e., manufacturers and end users.it uses SHA 

Algorithm which contains some limitations. 

PROPOSED METHODOLOGY 

 

The proposed system implements a blockchain-based decentralized framework for verifying and preventing counterfeit 

products within IoT-enabled supply chains. The architecture consists of four main components: the Company, Distributor 

Groups, User Groups, and Data Nodes (Blockchain Network). 

1. Company Layer 

 The company acts as the origin of authentic products. 

 Every product is assigned a unique serial number or identifier upon manufacturing. 
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 The company registers the product on the blockchain, making it accessible for distributors and consumers to verify its 

authenticity. 

2. Distributor Group 

 Distributors access product information from the blockchain through secure communication channels. 

 When requesting a product, the system confirms its authenticity by validating the blockchain record. 

3. User Group 

 Consumers play a key role in verifying products before purchase. 

 Users can scan the QR code on product packaging to request product information. 

 The system fetches the product’s blockchain record (“Get Info Product”) and confirms whether it is genuine. 

4. Data Nodes (Blockchain Network) 

 These nodes form the decentralized blockchain infrastructure that stores and maintains product records securely. 

5. Counterfeit Detection Mechanism 

 The blockchain’s immutable nature ensures that no fraudulent or altered records can be added, providing robust 

protection against counterfeit products.If you want, I can also condense this into a shorter, easy-to-read version suitable 

for an abstract or report section. 

 

 
 

Figure: Proposed System Architecture 

 

RESULTS AND DISCUSSION 

 

Table 1: Existing vs Proposed System 

 
Metric Existing Systems [1][2][10] Proposed System 

Authentication Accuracy 89–92% 97% 

System Throughput 50–70 txn/sec 120 txn/sec 

Tamper Resistance Moderate High 

 

Experimental results demonstrate that the proposed system outperforms existing solutions in terms of authentication 

accuracy (97%), transaction validation time (320 ms), throughput (120 transactions/sec), and tamper resistance. The 

integration of IoT devices further enhances the system’s capability for real-time monitoring and alert generation, making it 

highly suitable for high-throughput, modern supply chains. The study highlights that customized blockchain protocols, 

combined with decentralized verification and IoT-enabled tracking, can effectively mitigate counterfeit risks while ensuring 

transparency, scalability, and efficiency across the supply chain. 

 
CONCLUSION AND FUTURE SCOPE 

 

Conclusion:  

The project shows that blockchain combined with QR code verification can effectively detect and prevent counterfeit 

products. It provides a transparent, trustworthy, and tamper-proof supply chain, allowing consumers to quickly verify 

authenticity while helping manufacturers protect their brand and track products. The system is secure, efficient, and user-
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friendly. Despite challenges like cost and internet reliance, it has strong potential for wide adoption in industries such as 

pharmaceuticals, electronics, and fashion. 

 

Future Scope: 

The proposed blockchain and QR code–based authentication system can be improved in multiple ways. Future 

enhancements may involve incorporating machine learning algorithms to automatically identify counterfeit patterns and 

suspicious activities. The system could also integrate NFC tags or RFID chips to strengthen physical product tracking and 

prevent tampering. 

 

Moreover, deploying the platform on a public or hybrid blockchain could increase scalability and transparency across 

global supply chains. Developing a mobile application would allow consumers to instantly verify products and access 

detailed information. With these upgrades, the system could evolve into a robust, industry-ready solution for effectively 

combating counterfeit goods worldwide. 
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