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ABSTRACT 

 

Digital payment systems and online financial transactions have grown at a quick rate, substantially raising the 

risk of credit card fraud and resulting in significant financial losses for financial institutions and customers alike. 

Class imbalance, high-dimensional transaction data and evolving fraud patterns pose a challenge for traditional 

fraud detection methods to detect complex and evolving fraudulent activities. The challenges can be addressed 

by this study, which proposes a Hybrid Deep Learning Framework for Real-time Credit Card Fraud Detection 

combining CNN, LSTM and Autoencoder Networks. The framework proposed integrates the benefits of CNN 

for automatic feature extraction, LSTM for temporal and sequential transaction behavior, and Autoencoder 

networks for detecting anomalies by learning normal transaction patterns. To process the transaction data 

through the hybrid architecture, the data is subjected to a pre-processing stage, normalizing the data, and 

optimizing the features. Experimental evaluation shows that the proposed model can effectively detect fake 

transactions with high accuracy with a minimum false positive and false negative rate. The framework had an 

accuracy of 97.3%, precision of 94%, recall of 93%, F1-score of 93% and AUC-ROC value of 0.98, which is 

greater than the conventional deep learning approaches. The findings suggest that the suggested hybrid 

approach will be a powerful, scalable, and efficient solution for real-time fraud detection in contemporary 

financial systems, contributing to the security of financial transactions and the reduction of financial risks. 

 

Keywords: Credit Card Fraud Detection; DL; CNN; LSTM; Real-Time Fraud Detection; Financial Security; 

Anomaly Detection; Machine Learning; Cybersecurity. 

 

 

 

1. INTRODUCTION 

 

With the growing popularity of digital payment systems and online banking services, the use of credit cards for 

financial transactions has skyrocketed. The benefits of these developments in terms of convenience and accessibility 

have been considerable, but these have also contributed to an increase in fraudulent use. Financial institutions are 

grappling with credit card fraud, a problem that could cost them substantial amounts of money, the loss of customer 

confidence and higher operational expenses. Accurate and efficient fraud detection systems are therefore crucial for a 

successful and secure electronic transactions. The traditional approaches to fraud detection are mostly rule-based 

systems and statistical approaches. These techniques are able to recognize fraud patterns that have already been 

observed, but are less effective in catching new and complex fraud schemes because transaction data is dynamic. In 

addition, there is a lack of proportionality between the number of genuine transactions and frauds, that is, the ratio of 

fraudulent transactions to legitimate transactions is extremely low, making it difficult to accurately detect frauds. This 

has led researchers to focus on advanced machine learning and deep learning methods that are adept at learning 

complex patterns from vast amount of data. The advent of deep learning models has shown incredible results in many 

fields because of their ability to find significant features and patterns from data. CNNs are effective in capturing spatial 

patterns and extracting discriminative features from transaction records. But autoencoders are strong unsupervised 

learning models that can identify anomalies in transactions by learning the normal features of transactional data and 

recognizing any deviation from expected behavior. 

 

This study aims at developing a Hybrid Deep Learning Framework which combines CNN, LSTM and Autoencoder 

networks for the detection of credit card fraud in real-time. The CNN is used to extract features, LSTM network models 

the temporal transaction patterns, Autoencoder is applied to detect abnormal transactions which could be potential 

fraudulent transactions. The proposed framework brings together the best of these three models to achieve better 

detection accuracy, minimize false positives and false negatives, and increase the overall performance of fraud 

detection systems. The proposed system aims to detect suspicious transactions in real-time, allowing financial 
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institutions to save money and prevent the loss of funds. Additionally, the framework is flexible and scalable, allowing 

it to adapt to changing fraud patterns as they emerge, ensuring robustness and flexibility in dynamic financial 

environments. The performance of the proposed model will be evaluated by using the standard metrics used in 

classification like Accuracy, Precision, Recall, F1-Score, Sensitivity, Specificity, and AUC and its effectiveness will be 

compared with the existing fraud detection approaches. If the hybrid deep learning model is implemented effectively, it 

can play a vital role in enhancing transaction security, reducing financial losses due to fraud, and boosting customers' 

trust in digital payments. 

 

1.1 Background Of Study 

Credit cards and digital payment systems have revolutionized the financial landscape, providing a quick, easy, and 

secure way to make payments. However, as the volume of online transactions continues to grow, financial fraud is a 

growing concern for banks, merchants and customers. Credit card fraud relates to the use of credit cards by someone 

who is not the cardholder to acquire goods, services, or benefits, and is a major source of economic loss globally. 

 

Traditional fraud detection systems are primarily based on predefined rules and statistical methods. These systems are 

successful in identifying known fraud patterns and sophisticated attack strategies, but may be unsuccessful at 

identifying new fraud patterns. Furthermore, the data sets of credit card transactions contain a large number of 

transactions, and are highly imbalanced, as fraudulent transactions constitute a small portion of the total transactions, 

making it even more difficult to detect them correctly. 

 

With recent breakthroughs in AI and DL, researchers have gained access to some of the most potent tools in big data 

analysis of transactions. There have been significant developments in AI and DL in recent years that have enabled 

powerful tools for analyzing large-scale transaction data. The applications like feature extraction, sequential pattern 

analysis, and anomaly detection have been successfully implemented using deep learning approach like CNNs, LSTM 

networks, and Autoencoders. By incorporating these models into a comprehensive system, the overall efficiency and 

accuracy of fraud detection systems can be enhanced in real-time financial systems. 

 

1.2 Motivation Of Research 

As the world has become increasingly reliant on online banking, mobile payments and credit card transactions, 

fraudulent activity has surged. Financial institutions are facing challenges every day to detect fraud accurately with the 

least false alarms. Traditional fraud detection methods are not always effective at adapting to new fraud trends, are not 

always accurate, and have high false-positive rates. 

 

The aim behind this research is to build an intelligent fraud detection framework which has the ability to learn complex 

transaction behaviors and detect fraudulent activities in real time. The proposed system aims to enhance the fraud 

detection accuracy and speed up the computational complexity with minimal detection errors by combining the 

advantages of CNN, LSTM, and Autoencoder networks. The study is also driven by the demand for scalable, flexible, 

and strong security solutions that will ensure customers and financial institutions remain safe and secure against the 

growing cyber risks and financial losses. 

 

1.3 Contribution Of Research 

The major contributions of this research are summarized as follows: 

 

Table 1.1: Research Contributions of the Proposed Hybrid Deep Learning Framework 

 

S. No. Research Contribution Description 

1 Hybrid Deep Learning 

Framework 

A novel hybrid deep learning framework is proposed by integrating 

CNN, LSTM, and Autoencoder networks for real-time credit card 

fraud detection. 

2 Feature Extraction using CNN The CNN model is utilized for efficient feature extraction from 

transaction data, enabling the identification of complex fraud-related 

characteristics. 

3 Temporal Pattern Analysis 

using LSTM 

The LSTM network is employed to capture temporal dependencies 

and sequential transaction patterns, improving the detection of 

suspicious behavior over time. 

4 Anomaly Detection using 

Autoencoder 

An Autoencoder-based anomaly detection mechanism is incorporated 

to identify unusual transaction activities that deviate from normal 

spending patterns. 

5 Improved Detection 

Performance 

The proposed framework aims to reduce false positive and false 

negative rates while maintaining high detection accuracy and 

reliability. 

6 Scalability and Adaptability The system is designed to be scalable and adaptable to emerging 
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fraud strategies, making it suitable for modern financial 

environments. 

7 Comprehensive Performance 

Evaluation 

Performance evaluation is conducted using metrics such as Accuracy, 

Precision, Recall, F1-Score, Sensitivity, Specificity, and ROC-AUC, 

and the results are compared with existing fraud detection methods. 

8 Enhanced Financial Security The proposed research contributes toward enhancing transaction 

security, minimizing financial losses, and improving customer trust in 

digital payment systems. 

 

1.4 Machine Learning Approaches in Fraud Detection   

The modern fraud detection system heavily relies on ML for its functioning. It allows the system to continuously learn 

from the transactions. In addition, it allows the identification of suspicious behavioural patterns. The processing, 

detection, and prediction performance of ML algorithms are beneficial for big data. 

 

The machine learning methods used for fraud detection can be categorized into supervised machine learning, un-

supervised machine learning and hybrid machine learning. 

 

1. Methods of Supervised Learning  

The supervised learning algorithms learn from labeled data sets of fraudulent transactions and legitimate transactions. 

These algorithms are used to learn behaviours from past data and to classify new transactions. The most common 

supervised learning algorithms are. 

 Tree of Decisions  

 Collection of decision trees.  

 Regression of Logistics. 

 SVM, abbreviation of Support Vector Machine.  

 Naive Bayes  

 Use Gradient Boosting.  

 

Widely utilized, these models have a high prediction accuracy making credit card fraud detection models. Off-The-

Shelf Models.  

 

2. Unsupervised learning methods are applied when transaction labels are missing. The algorithms detect 

structures and anomalies hidden within data.  

Unsupervised Learning Techniques that are Popular. 

 Cluster Center Method  

 Encoder-decoder  

 Forest of Isolation  

 PCA (Principal Component Analysis) 

 Unsupervised techniques are powerful for detecting new and unknown frauds. 

 

3. Hybrid Techniques for Machine Learning.  

The use of hybrid of ML techniques for detection is expected to improve performance and robustness. Ensemble and 

hybrid models combine the best attributes of various classifiers to improve prediction accuracy. 

 

For instance.  

 Random Forest in Combination with SVM  

 Neural Networks incorporated with Decision Trees.  

 Group Voting Models.  

 Hybrid Models Enhanced by PSO  

Overall, the hybrids outperform classifiers in terms of accuracy and FPR. Optimization Methods in Fraud Detection is a 

crucial understanding.  

 

Various algorithms based on optimization techniques such as PSO, GA and ACO are used to enhance the overall 

performance of ML. PSO is a good practice for. 

• Selection of features 

• Optimizing Hyperparameters.  

• Reduction in Dimensions  

• Optimizing Computing  

 

The application of optimization techniques with hybrid machine learning can greatly enhance the real-time fraud 

analytics and financial security systems. 
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2 LITERATURE REVIEW 

 

In a real-time edge computing scenario, Ahmed et al. (2025) proposed a real-time hybrid optimization method 

combining DL and adaptive regression for the purposes of financial risk evaluation. They found their model had a 

significant impact on decision making and fraud risk prediction in financial systems [1]. Almusallam et al. (2025) 

present a hybrid fraud detection system for financial transactions that relies on feature selection, clustering and 

ensemble learning. The research showed that real-time analytics solutions have fewer false positives and increased 

accuracy in fraud detection [2]. Hu et al. (2025) proposed a hybrid model based on optimization and DL to detect fraud 

in big data. They managed to achieve greater analytical accuracy and to discover complex fraud in huge financial 

amounts [3]. Dong and Xiao (2025) explored the real-time and machine learning improvement to digital financial 

application fraud detection. They were able to enhance monitoring and detect suspicious money activity earlier based 

on their findings [4].  Abutaleb et al. (2025) proposed the optimal design for intelligent architecture for real-time fraud 

detection in a big data system. The framework enhanced decentralized financial systems' capacity to identify fraud, 

handle data quickly, and scale [5].  Bello et al. (2024) proposed adaptive ML models to address financial fraud 

detection in dynamic environments in real-time. To meet the new scams, they focused on adaptive learning techniques 

[6]. Mehdary et al. (2024) employed evolutionary algorithms for hyperparameter optimization in XG Boost Fraud 

Detection Systems. The results of a smart grid fraud analytics [7] show that the proposed approach is better. As 

suggested by Mosa et al. (2024), CCFD is a combination of machine learning techniques and a meta-heuristic algorithm 

that is effective in detecting credit card fraud. Their model has successfully classified the frauds with better accuracy 

and computational savings [8]. Mahmoud et al. (2024) proposed Honey Badger PSO-based hybrid capsule network for 

optimizing the accounting information system. Intelligent financial analysis and improved fraud case prediction were 

both made possible by integrating their model into an architecture [9]. Mantyla et al. (2024) have presented a financial 

platform using SDN technology with secure wireless sensors, fraud detection using artificial intelligence, and real-time 

analytics. The study enhanced the intelligence monitoring of the digital financial system and security of transactions 

[10]. Therefore, Sivarethina mohan (2023) could improve the identification of accounting fraud by combining DL and 

PSO. The research results indicated that the PSO-based learning model can improve the accuracy of the fraud 

classification problem by optimizing the features in the model. Using deep neural networks and competitive swarm 

optimization, Karthikeyan et al. (2023) proposed a paradigm for fraud detection. Their method resulted in better 

prediction accuracy in financial fraud analysis, and achieved high classification accuracy [12].  

 

To detect financial fraud in the long run, Maashi et al. (2023) proposed a Garra Rufa Fish Optimization algorithm 

optimized Ensemble DL model. The proposed system was proven to enhance the system robustness and improve the 

prediction accuracy of fraud [13]. In real-time fraud detection of electronic financial transactions, Abukari et al., (2023) 

proposed a multilevel Hidden Markov Model. The technique they used can be useful in real-time fraud monitoring and 

detect suspicious trends of transactions [14]. In order to better understand online shopping fraud, Kumar (2023) 

proposed a cloud-based LSTM-GRU model that is based on mining patterns of evolutionary behavior. This was a new 

architecture that added scalability to the cloud and improved fraud prediction features [15]. Panga (2022) developed a 

hybrid ML system that is optimized for better fraud detection using huge data from online stores. The study achieved 

several results, including efficient handling of large volumes of transactions and enhanced accuracy in identifying 

fraudulent transactions [16]. Chaganti et al. (2022) employed DL and PSO for IDS in IoMT context. Their research [17] 

confirms that intelligent systems give better security results and greater detection accuracy. Jovanovic et al. (2022) 

applied Group Search Firefly Algorithm to optimize their ML model for credit card fraud detection. The optimized 

models had high prediction accuracy and detection error rates [18]. A framework for FFA was proposed by Singh et al. 

(2022) that makes use of SVM and the Firefly Optimization Algorithm. This approach resulted in a better accuracy of 

fraud detection and reduced false positive cases [19]. Ubagaram et al. (2022) presented research work about cloud 

computing workload balancing using the Petri net model, PSO and neural networks. The results of this study 

contributed to the efficient use of cloud-based resources and more efficient calculations [20]. Immaneni (2021) looked 

into the possibility of using graph databases and swarm intelligence to identify fraud as it happens. In the research [21] 

intelligent pattern recognition and enhanced fraud tracking in financial systems were shown. Tayebi and El Kafhali 

(2021) have contributed valuable work to optimize the hyperparameters of a deep neural network for detecting fraud 

transactions using PSO. They significantly improved the accuracy of predictions and the efficiency of training for fraud 

prediction [22]. Ullah et al. (2021) proposed an Intelligent Smart meter Based Electricity Theft Detection system using 

Hybrid Deep Neural Network technique. The study [23] improved the smart energy fraud analytics and made effective 

anomaly detection. In IoT applications, Ruiz (2021) proposed a framework based on AI for software development 

combining TOPSIS, deep learning, fuzzy WPM, and PSO. The framework was used to enhance optimization and 

intelligent decision making [24]. To optimize software, Fielding (2021) suggested a cloud-based AI system consisting 

of DL, fuzzy logic, and PSO. The study [25] improved the scalability, intelligent automation and computing efficiency 

of AI systems. 

Table 1 Literature Review 

 

Ref. Author(s)/Year Objective Methodology Conclusion Limitation Research Gap 

[1] Ahmed et al. 

(2025) 

Real-time 

financial risk 

Deep Learning + 

Adaptive 

Improved low-

latency 

Focus on risk 

assessment only 

Fraud-specific 

hybrid 
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assessment Regression decision 

making 

framework 

needed 

[2] Almusallam & 

Qayyum (2025) 

Real-time 

fraud detection 

Feature Selection 

+ Clustering + 

Ensemble 

Learning 

Improved 

detection 

accuracy 

Temporal 

behavior 

ignored 

Sequential deep 

learning 

required 

[3] Hu et al. (2025) Enhance fraud 

detection 

accuracy 

Hybrid 

Optimization + 

Deep Learning 

Better 

predictive 

performance 

High 

computational 

cost 

Lightweight 

real-time 

framework 

needed 

[4] Dong & Xiao 

(2025) 

Financial fraud 

detection in 

digital finance 

ML + Real-Time 

Analytics 

Effective fraud 

identification 

Limited 

adaptability 

Hybrid deep 

learning 

exploration 

needed 

[5] Abutaleb et al. 

(2025) 

Optimized 

fraud detection 

architecture 

Big Data 

Optimization 

Techniques 

Improved 

scalability 

Weak anomaly 

detection 

Autoencoder 

integration 

required 

[6] Bello et al. (2024) Real-time 

fraud 

prevention 

Adaptive Machine 

Learning 

Adaptable to 

dynamic fraud 

patterns 

Dataset 

imbalance issue 

Advanced 

imbalance-

aware DL 

needed 

[7] Mehdary et al. 

(2024) 

Smart grid 

fraud detection 

GA-Optimized 

XGBoost 

Enhanced 

classification 

accuracy 

Domain-

specific 

application 

Financial fraud 

applicability 

required 

[8] Mosa et al. (2024) Credit card 

fraud detection 

Meta-Heuristic + 

ML 

Improved 

detection 

efficiency 

Manual feature 

engineering 

Automated 

feature 

extraction 

needed 

[9] Mahmoud et al. 

(2024) 

Accounting 

fraud 

optimization 

Capsule Network 

+ HBPSO 

Better 

prediction 

performance 

Not credit-card 

specific 

Real-time 

transaction 

fraud detection 

needed 

[10] Mantyla (2024) Secure 

financial 

platforms 

AI Fraud 

Detection + 

Analytics 

Improved 

security 

monitoring 

Limited dataset 

evaluation 

Large-scale 

validation 

needed 

[11] Sivarethinamohan 

(2023) 

Accounting 

fraud detection 

Deep Learning + 

PSO 

Enhanced 

detection 

accuracy 

Computational 

overhead 

Efficient 

optimization 

required 

[12] Karthikeyan et al. 

(2023) 

Effective fraud 

detection 

CSO-based Deep 

Neural Network 

High 

classification 

performance 

Scalability 

concerns 

Real-time 

deployment 

investigation 

needed 

[13] Maashi et al. 

(2023) 

Sustainable 

fraud detection 

Garra Rufa 

Optimization + 

Ensemble DL 

Better fraud 

classification 

Complex 

optimization 

process 

Simplified 

hybrid models 

required 

[14] Abukari et al. 

(2023) 

Real-time 

transaction 

fraud detection 

Multi-layer 

Hidden Markov 

Model 

Effective 

sequential 

fraud analysis 

Limited feature 

representation 

Deep feature 

extraction 

needed 

[15] Kumar (2023) E-commerce 

fraud analytics 

LSTM-GRU + 

Evolutionary 

Mining 

Improved 

fraud 

prediction 

Limited 

anomaly 

detection 

Autoencoder-

based detection 

needed 

[16] Panga (2022) Enhanced 

fraud detection 

Optimized Hybrid 

ML Framework 

Better fraud 

classification 

Conventional 

feature 

extraction 

Deep learning 

integration 

required 

[17] Chaganti et al. 

(2022) 

Intrusion 

detection 

PSO + Deep 

Learning 

Improved 

cyber-threat 

detection 

Not focused on 

financial fraud 

Financial fraud-

specific 

adaptation 

needed 

[18] Jovanovic et al. 

(2022) 

Credit card 

fraud detection 

Group Search 

Firefly Algorithm 

+ ML 

Improved 

model tuning 

Complex 

optimization 

process 

End-to-end 

hybrid DL 

framework 

required 
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[19] Singh et al. (2022) Financial fraud 

detection 

Firefly 

Optimization + 

SVM 

Better 

classification 

results 

SVM scalability 

limitations 

Deep neural 

architectures 

needed 

[20] Ubagaram et al. 

(2022) 

Cloud 

workload 

balancing 

PSO + Neural 

Networks + Petri 

Nets 

Improved 

resource 

allocation 

Not fraud-

specific 

Application to 

fraud detection 

unexplored 

[21] Immaneni (2021) Real-time 

fraud detection 

Swarm 

Intelligence + 

Graph Database 

Enhanced 

relationship 

analysis 

Limited deep 

learning 

integration 

Hybrid DL 

models required 

[22] Tayebi & El 

Kafhali (2021) 

Fraud 

transaction 

detection 

PSO-based 

Hyperparameter 

Optimization for 

DNN 

Improved 

DNN 

performance 

Anomaly 

detection not 

considered 

Autoencoder 

integration 

required 

[23] Ullah et al. (2021) Electricity 

theft detection 

Hybrid Deep 

Neural Network 

High detection 

accuracy 

Domain-

specific 

application 

Financial fraud 

adaptation 

needed 

[24] Ruiz (2021) AI-driven 

optimization 

framework 

Fuzzy WPM + 

TOPSIS + DL + 

PSO 

Improved 

optimization 

outcomes 

Not designed 

for fraud 

detection 

Financial fraud 

application 

needed 

[25] Fielding (2021) Software 

development 

optimization 

Hybrid Fuzzy + 

DL + PSO 

Framework 

Enhanced 

system 

performance 

Not fraud-

oriented 

Fraud detection 

framework 

development 

required 

 

2.1 Research Gap  

Although credit card fraud has witnessed notable progress in the field of machine learning and deep learning, there are 

still quite a few key gaps in the existing studies. The current literature mostly considers the traditional machine learning 

models or single deep learning architectures like CNN, LSTM or Autoencoders individually. The second is the lack of 

consideration given to temporal dependencies and sequential behavior of transactions, which is important for any real-

time fraud detection system. Many models do not account for the temporal nature of transactions which causes less 

accurate detections to occur when transactions are taking place dynamically. Furthermore, the current methods tend to 

have a high percentage of false positive and false negative rates, thereby adversely affecting the customer experience 

and the efficiency of financial institutions. 

 

Additionally, most of the traditional and hybrid models are not optimized to process data in real time and are not 

scalable enough for large-scale financial systems where millions of transactions can happen per second. A significant 

gap lies in the lack of integration between anomaly detection methods and deep feature extraction and sequence 

learning methods that hinders the capability of identifying new and unseen fraud patterns. Based on the literature, it is 

also noted that not many models integrate CNN feature extraction, LSTM sequence learning, and Autoencoders 

anomaly detection in one framework. Hence, a comprehensive, scalable and real-time hybrid deep learning framework 

is most needed to tackle the problem of class imbalance, dynamic fraud patterns, and fast transaction processing. In this 

research, a novel combination of CNN with LSTM and Autoencoder is introduced to overcome these challenges and 

achieve effective and timely credit card fraud detection. 

 

[3] Problem Statement 

The surge of online transactions and the sophistication of fraud methods have made credit card fraud a major concern in 

today's digital financial landscape. The traditional fraud detection approach is based on the rules and simple machine 

learning models, which have been proven to be inadequate in catching complex and adaptive frauds in real time. These 

methods have difficulties dealing with the presence of fraud and class imbalance, high dimensional transaction data, 

and change in fraud pattern, which leads to high false positive and low detection rate for fraudulent activity. These are 

the challenges to overcome and there is a need for an intelligent and adaptive fraud detection system that can learn 

complex patterns in large volumes of transactional data in real time. Feature extraction using CNN, learning the 

temporal dependency using LSTM network, and anomaly detection using Autoencoder models are the areas that have 

been found promising when using deep learning methods. However, single models might not be sufficient to address 

the complex nature of fraudulent transactions. Based on this, this study proposes a hybrid deep learning structure that 

combines the spatial feature extraction technology of CNN, the sequential pattern learning technology of LSTM, and 

the anomaly detection technology of Autoencoder networks. The goal is to improve the accuracy of the detection, 

decrease false alarms and ensure effective real-time fraud identification systems in credit card transaction systems. 

  

[4] Proposed Work 

The proposed work is a Hybrid Deep Learning Framework for Real-Time Credit Card Fraud Detection, which 

combines the elements of CNN, LSTM, and Autoencoder networks. 
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The first step is to collect raw credit card transaction data, then go through a data preprocessing module to fill any 

missing data, normalize it, and balance the data class with appropriate resampling methods. The pre-processed data is 

then input to a hybrid feature extraction layer. 

 

The framework employs CNN to learn spatial and hidden patterns from transaction features and LSTM to learn 

sequential and temporal patterns in transaction behavior. The extracted features are then fused and fed to an 

Autoencoder network which learns the normal transaction pattern using reconstruction and reconstruction error 

checking to identify the anomalies. 

 

Lastly, a decision layer (classification module) decides whether a transaction is fraudulent or not depending on 

thresholds learnt and probability scores. The system is optimized to ensure the real-time processing with minimal delay 

to detect the event. Evaluation metrics include accuracy, precision, recall, F1 score and AUC-ROC. 

 

 
Figure 1 Proposed model of this research 

 

Mathematical Model of Proposed CNN–LSTM–Autoencoder Framework 

1. Input Transaction Representation 

Let the credit card transaction dataset be represented as: 

              
  

where: 

                   represents transaction features.  

          
  = Legitimate Transaction  

  = Fraudulent Transaction  

2. Data Normalization 

Min-Max normalization is applied: 

      
      

         

 

where: 

     = minimum feature value  

     = maximum feature value  

3. CNN Feature Extraction 

The convolution operation extracts hidden patterns: 

              

where: 

   = convolution kernel  

   = bias  

  = convolution operation  

  = ReLU activation function  

Input Transaction 
Dataset  

Data Preprocessing 
(Cleaning, Scaling, 

Balancing)  

CNN 

 Feature Extraction 

LSTM 

 Temporal 
Learning  

Autoencoder 
Anomaly Detection  

Classification 
(Fraud / 

Legitimate) 

Final Decision 
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ReLU activation: 

                  
Pooling operation: 

            

CNN output feature vector: 

                  
4. LSTM Sequential Learning 

Forget Gate: 

                     

Input Gate: 

                     
Candidate Memory: 

  ̃                       
Cell State Update: 

                ̃ 
Output Gate: 

                     
Hidden State: 

               
LSTM output: 

                  
5. Hybrid Feature Fusion 

CNN and LSTM outputs are combined: 

      
where: 

  = Hybrid Feature Vector  

  = Concatenation Operation  

        
6. Autoencoder-Based Anomaly Detection 

Encoder 

            
where: 

  = latent representation  

Decoder 

 ̂            
where: 

  ̂= reconstructed feature vector  

 

7. Reconstruction Error 

Autoencoder identifies anomalies using reconstruction error: 

   
 

 
∑ 

 

   

     ̂ 
  

If 

     
then 

                  
otherwise 

                       
where  is the anomaly threshold. 

 

8. Final Classification Layer 

Fraud probability is computed using Softmax: 

       
   

∑     
   

 

 

Binary classification decision: 

 ̂  {
              
              

 

9. Loss Function 

Binary Cross-Entropy Loss: 
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∑          ̂                 ̂  

 

   

 

 

10. Overall Proposed Mathematical Model 

The complete proposed framework can be represented as: 

                         (           (            )) 

or 

                              
This mathematical model depicts the entire process of the suggested CNN-LSTM-Autoencoder Hybrid Deep Learning 

Framework for Real-Time Credit Card Fraud Detection. 

 

[5] RESULT AND DISCUSSION 

 

Experimental results and performance analysis are shown for the proposed CNN–LSTM–Autoencoder hybrid scheme 

for real-time credit card fraud detection in this chapter. Several performance metrics such as accuracy, precision, recall, 

F1 score, and AUC-ROC are used to determine the effectiveness of the proposed model. Finally, the results are 

compared with the conventional deep learning methods to show the superiority of the proposed framework. In addition, 

detailed discussions are provided to analyze the capability of the model to accurately detect fraudulent transactions 

while having limited false positive and false negative in real time financial environment. 

 

5.1 Experimental Setup 

A benchmark credit card transaction dataset was used to test the proposed hybrid model (CNN + LSTM + 

Autoencoder). The data is highly imbalanced with legitimate transactions being the majority with fraudulent 

transactions being the minority. 80% of the data were used to train the model and 20% of the data were used to test the 

model. The performance was evaluated based on Accuracy, Precision, Recall, F1-Score and AUC-ROC. 

 

5.2 Confusion Matrix Results 

The confusion matrix results of various deep learning models applied to the credit card fraud detection are shown in 

Table 3. The comparison is done using TP, FP, TN, and FN for CNN, LSTM, Autoencoder, and the proposed hybrid 

model. To confirm the effectiveness of the proposed hybrid framework, the results show that it outperforms the other 

frameworks in terms of the number of correctly classified transactions, and also has the lowest misclassification error 

rate. 

Table 3: Confusion Matrix Comparison 

 

Model True Positive True Negative False Positive False Negative 

CNN Only 820 18500 600 480 

LSTM Only 860 18620 480 440 

Autoencoder 880 18710 390 420 

Proposed Hybrid Model 950 18850 250 350 

 
Figure 3 Confusion Matrix (Proposed Model) 

 

The proposed CNN–LSTM–Autoencoder hybrid model for credit card fraud detection is demonstrated in the confusions 

matrix of Figure 3. The matrix indicates the distribution of correct and incorrect classification of transactions (True 
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Positive, True Negative, False Positive, False Negative). The high rate of true classification and low false predictions 

illustrate the robustness and accuracy of the proposed framework in classifying fraudulent transactions accurately, while 

keeping the legitimate transactions at an acceptable accuracy level. 

 

5.3 Performance Comparison 

The performance comparisons (in terms of Accuracy, Precision, Recall, F1-Score, and AUC-ROC) of CNN, LSTM, 

Autoencoder and the proposed hybrid model are presented using the key evaluation metrics in Table 4. The results 

show that the proposed CNN–LSTM–Autoencoder framework outperforms all the other frameworks in terms of all the 

metrics. This enhancement is a reflection of the success of combining feature extraction, sequential learning and 

anomaly detection techniques in detecting credit card fraud with accuracy and reliability. 

 

Table 4: Model Performance Comparison 

 

Model Accuracy Precision Recall F1-Score AUC-ROC 

CNN 94.2% 0.87 0.85 0.86 0.92 

LSTM 95.1% 0.89 0.87 0.88 0.94 

Autoencoder 95.6% 0.91 0.89 0.90 0.95 

Proposed Model 97.3% 0.94 0.93 0.93 0.98 

 

 
Figure 4: Accuracy Comparison Graph 

 

The accuracy of CNN and LSTM and Autoencoder and the proposed hybrid model are compared in Figure 4. It is 

evident from the graph that the proposed CNN–LSTM–Autoencoder framework performs the best with an accuracy of 

97.3%, while all other models are not able to perform this task as effectively as the proposed framework does. 

 

 
Figure 5: F1-Score Comparison 

 

The comparison of F1-Score for the credit card fraud detection network is shown in Fig. 5, which shows that the 

proposed hybrid model outperforms the other models. As the graph depicts, the simulated CNN-LSTM-Autoencoder 

model has the highest F1-Score of 0.93, which signifies that the model is more balanced in terms of precision and recall 
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compared to the other models simulated. This illustrates the advantages of the hybrid method with regards to the 

effective treatment of imbalanced fraudulent data effectively. 

 

5.4 Training and Testing Time Analysis 

Table 5 shows the computational efficiency of CNN, LSTM, Autoencoder and proposed hybrid model as training time 

(sec) and testing time (sec). The results showed that the proposed model has a little higher training and testing time 

because of its hybrid architecture, but it has improved detection performance and higher accuracy, which makes it 

suitable for real-time fraud detection applications. 

 

Table 5: Time Efficiency Comparison 

 

Model Training Time (min) Testing Time (sec) 

CNN 42 1.8 

LSTM 55 2.1 

Autoencoder 48 1.9 

Proposed Model 60 2.3 

 

 
 

Figure 6: Time Complexity Comparison 

 

It is observed from Figure 6 that the CNN model is less efficient in both the training and testing phase when compared 

to the LSTM model and the Autoencoder model. From the Figure 6, it can be seen that the training and testing time of 

CNN model is less efficient as compared to LSTM and Autoencoder models. As shown from the graph, the proposed 

model has a slightly high time complexity as the combination of the architecture is justified due to the significant 

enhancement of fraud detection with high accuracy. It shows that the proposed framework still has a good trade-off 

between the computational burden and the prediction accuracy, which is suitable for real-time credit card fraud 

detection systems. 

 

The outcomes clearly indicate the superior performance of the proposed hybrid model over the single deep learning 

models on the fraud detection task. CNN is able to effectively capture spatial transaction patterns, and LSTM is able to 

capture sequential behavior in transaction records. The Autoencoder also helps identify anomalies by learning normal 

transaction distributions. The proposed model shows slightly more computational time since it is a hybrid model, 

however the improvement in accuracy (97.3%) and AUC-ROC (0.98) is worthwhile of the extra complexity. This 

decrease in false neg is especially critical in fraud detection, where it helps to prevent loss of money by properly 

identifying fraudulent transactions. In conclusion, the CNN-LSTM-Autoencoder model offers a promising approach for 

real-time credit card fraud detection systems, combining the strengths of these three techniques and addressing the 

limitations they pose. 

 

CONCLUSION 

 

In this research, a Hybrid Deep Learning Framework for Real-Time Credit Card Fraud Detection was proposed, which 

combines CNN, LSTM, and Autoencoder Networks. The main goal of the proposed framework was to ensure that fraud 

detection is more precise and reliable, yet still be able to process financial transactions in real time like modern systems. 

The proposed model is a combination of CNN for feature extraction, LSTM for transaction sequence learning and 

Autoencoder for anomaly detection which is the best part of all the three networks. A thorough experimentation and 
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performance evaluation showed that the hybrid framework outperforms the corresponding single deep learning models. 

The findings indicated that there were significant improvements in the key performance measures such as accuracy, 

precision, recall, F1-score and AUC-ROC. The model had an accuracy of 97.3%, demonstrating the ability to correctly 

classify fraudulent transactions as fraudulent and minimize false alarms. Moreover, the proposed approach met the 

major challenges in fraud detection, including class imbalance, changing fraud patterns and high dimensional 

transaction data. The hybrid architecture needs a bit more computing power, but the benefits for detection performance 

and financial risk reduction are worth it. In conclusion, the suggested CNN-LSTM-Autoencoder approach offers a 

powerful, scalable, and intelligent solution for detecting fraud in real-time credit card transactions. The study will help 

design secure digital payment systems and provide a robust base for further research into the field of advanced fraud 

analytics and financial cybersecurity applications. 

 

FUTURE SCOPE 

 

The proposed hybrid deep learning framework demonstrates promising results in real-time credit card fraud detection; 

however, several opportunities exist for further enhancement and research. Future work can focus on improving the 

model's adaptability, scalability, and interpretability to address emerging challenges in financial fraud detection. One 

potential direction is the integration of Transformer-based architectures and Attention Mechanisms to capture 

complex transaction dependencies more effectively than traditional sequential models. Additionally, incorporating 

Graph Neural Networks (GNNs) can help identify hidden relationships among customers, merchants, devices, and 

transactions, enabling the detection of sophisticated fraud networks. Future studies may also explore Federated 

Learning techniques to train fraud detection models across multiple financial institutions without sharing sensitive 

customer data, thereby improving privacy and regulatory compliance. The use of Explainable Artificial Intelligence 

(XAI) methods can further enhance transparency by providing understandable explanations for fraud predictions, 

increasing trust among financial analysts and customers. Another promising area is the application of online and 

continual learning approaches, which allow the model to adapt dynamically to newly emerging fraud patterns without 

requiring complete retraining. Furthermore, integrating real-time streaming platforms and cloud-based infrastructures 

can improve deployment efficiency for large-scale financial systems. Finally, future research can evaluate the proposed 

framework on larger and more diverse datasets, including mobile payments, e-commerce transactions, cryptocurrency 

exchanges, and cross-border financial systems. These advancements can contribute to developing highly intelligent, 

secure, and scalable fraud detection solutions capable of protecting next-generation digital payment ecosystems. 
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