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ABSTRACT

The healthcare industry seeks a secure data-sharing technique to protect patient personal information and
medical conditions. Therefore security is considered the significant factor in ensuring the patient’s medical
records. In this instance, Internet of Things (IoT) technology and Blockchain technology play a prominent role
in establishing the remote patient monitoring environment and enabling the secure transmission of Electronic
Health Records (EHR). From this perspective, the main objective of this study is to explore the possibilities and
challenges of 10T and Blockchain technologies in ensuring the transmission of medical Records. Therefore, the
review paper explores articles to identify the different blockchain-based detection models and summarize their
gaps and benefits. In this review paper, the technologies and their benefits in the healthcare industry are
explored and a detailed analysis based on the applications of models, their benefits, and challenges. For this
research, designed a taxonomy of methods to frame the challenges and future works along with the description
and applications of Blockchain in healthcare systems.
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INTRODUCTION

In recent years, the Internet of Things (IoT) has played a major role in top research fields of academics and industry,
which include embedded devices, sensors, smartphones, and actuators. These devices are connected through a wireless
communication network that collects and shares the garnered information to various smart living application scenarios
[15] [16] [1]. The major 10T application is healthcare monitoring whichis achieved by the development of sensors,
machine learning, and network technologies [1]. The origin of electronic health records is initialized by various
specialized hospitals with numerous patient information, which includes personal information, health status, accounting
data, and pharmacy requirements stored in an organized way [7]. The health status information of the patient is
transmitted through the wireless communication network to reach the health service provider and physicians for further
reference, which is termed remote patient monitoring (RPM) [34] [2].

To securely share healthcare data information, the patient-centric record management system was connected with the
peer-to-peer blockchain (BC) communication system with smart contracts [32][7]. Mainly the BC is categorized into
three major techniques such as peer to peer-to-peer network with shared ledger, cryptographic keys, and storage
transaction block. Every individual block containsa blocknumber, digital signature, message digest, block hash, and so
on [31][7]. This 10T-enabled remote monitoring system provides enhanced collection and transmission of healthcare
data information [17][1]. This transmission of healthcare analysis deployed various prediction techniques to enhance
the accuracy. The collection of obtained data is transmitted to the sensor using a DL-based Convolutional Neural
Network (CNN) that automatically extracts large-scale data into informative features [38] [12].

DETECTION MODEL WITH BLOCKCHAIN BASED TECHNIQUES IN HEALTHCARE MONITORING
SYSTEM

BC is mainly defined as a peer-to-peer network by combines several nodes that collect all the information and

storednetwork block, which perform encryption with the key specification identities to secure the stored information.
The BC recognizes a small change in the network and protects the information from malicious attacks.
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All the information of the patients is gathered in the form of EHR, which is stored in the BC to preserve the privacy of
the medical information. The use of BC eliminates the single-point failure risk and reduces the high computational
attributes that maintain the stored data integrity by guaranteeing user security and privacy.
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Fig 1: Basic BC-based healthcare monitoring system

Generally, DL-based detection models provide accurate results in prediction, whereas the combined BC-based
detection model attains effective data sharing with high-level security purposes that reduce eh response time delay and
generate effective outcomes.

Taxonomy: Recent Healthcare monitoring techniques
In the section, the various BC-based schemes, and algorithms along with DL-based detection models are briefly

elaborated in the taxonomy diagram, which is depicted in Figure 2.1.

Blockchain-based techniques

a) Blockchain-based schemes and Algorithms

Duc Anh Luong and Jong Hwan Park [2] introduced a healthcare system for preserving the user’s private data by zk-
SNARK, which emphasized the zero-knowledge succinct non-interactive argument of knowledge in BC that enables
third-party collusion with the elimination of anonymous data sharing and ensured secure data transfer. The scheme was
not suitable for accessing the health conditions in mobile devices because of the higher computational burden and also

suffered of lower performance intimation.

Jingwei Liu, et al. [3] employed a secure medical data sharing scheme with a multi-keyword search in inner product
searchable encryption (MK-IPSE), which signified the transferred data with effective ciphertext retrieval for entire
privacy preservation. In the scheme, the searchable encryption with federated BC was integrated to attain effective
multi-keyword search that enhanced the security, with improved performance and resistance to attacks. This BC
integrated scheme was affected by certain limitations such as potential complexity and scalability challenges.
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Fig 2: Taxonomy diagram of Healthcare monitoring system
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Renpeng Zou, et al. [4] implemented a privacy-preserving scheme for secure medical record sharing using SPChain in
the BC system, which resisted certain attacks and secured the shared data. The SPChain scheme achieved effective
medical sharing repetitively, and because of this reputation, the system suffered from communication overhead
problems.

Yingwen Chen, et al. [29] proposed a scheme for sharing medical data through medical institutions by K-anonymity
and searchable encryption in the BC technique. These smart contracts contained chain code for accessing the control
system by implementing additional attributes function, which improves the data sharing techniques without any privacy
leakage issues that also attain enhanced scalability and performance. However, the system is affected by computational
overhead problems.

Mohamed Younis, et al. [30] employed a smart healthcare application with data-driven access control and data
management systems enabled with the BC technique (BeDaSH). This scheme performed well in private data
preservation without any fraudulent risk factors and identity theft, which improved high-level security verification
through AVISPA protocol. The scheme ensured certain limitations such as large storage requirements, computational
overhead, limited data encryption, wireless communication leaks, and so on.

Koosha Mohammad Hossein, et al.[1] established a health monitoring architecture based on BC using a clustering
scheme, which was mainly assessed by two chains such as the access control chain and a data chain that secured the
patient’s private data and improved confidentiality. The clustering approach improved the scalability, throughput and
made a strong resilience against attacks, however, the accessing time of the system was increased and, which did not
attain accurate results in real-world applications.

Abir EL Azzaoui, et al. [8] established an information-hiding framework for secure data communication in critical
scenarios, which secured the data against cyber-attacks and improved the transparency through BC. The smart contracts
increased the feasibility of the security level, but the approach was affected by potential complexity and computation
overhead problems.

IsmaMassod, et al. [21] introduced an Access control model with the integration of BC (BBACM) that effectively
accessed the physiological parameters and health information. The proposed system significantly enhanced the fine-
grained access control, privacy, and security for cloud computing and wireless body sensor networks. To access a fine-
grained system, the framework suffered from scalability and availability challenges under the preservation of a private
server and attained loss of data credentials by chain code query.

Eric Appiah Mantey, et al. [23] developed a secure medical data transfer with both federated learning and BC
technique approaches, which enabled data transmission, and sorting, in a vulnerable training procedure. These
federated learning and BC techniques utilized a recommender data management neural architecture (REMANA) for
effective data management techniques. Due to this integrated framework (SERTT), the system acquired maximum
training time, which resulted in performance accuracy reduction.

Jose Escorcia-Gutierrez, et al. [20] established a BC-based healthcare system with an Al technique (AIBS-10TH) to
achieve effective data transmission in 10T networks. The method was also integrated with sunflower-based
optimization metaheuristic clustering methods (MSFOC) to attain energy efficiency. In this BC scheme, the
communication was carried out by both inter and intra-clustering methods. The MSFOC methods suffered from energy
efficiency and security problems in real-time environment scenarios and attained a minimum performance rate.

Ken Miyachi and Tim K. Mackey [5] developed a Hybrid on-chain and off-chain framework with the integration of BC
(hoCBS), which enhanced the ability of data privacy, performance, scalability and reduced the storage requirements
with vast BC adoption. However, challenges might occur because of the complexity of regulations.

Asad Abbas, et al. [6] introduced a framework by implementing secure data management and BC (BSDMF), which
improved the system performance with effective data sharing accuracy and security concerns. These framework
systems assisted certain benefits such as data integrity, traceability, immutability, and confidentiality without the
involvement of third parties, but, the system was affected by potential complexity and scalability issues.

G. Muneeswari, et al. [22] established a BC-based platform to ensure patient records from past data without reducing
privacy concerns, initially, the data records were obtained from the patient record database, which was encrypted by
Edward’s Digital Signature Algorithm for secure data transfer finally, the data were retrieved by SDP method. This
Algorithmic platform achieved major advantages such as a High-security level, faster verification process, and low
space complexity. Because for large-scale evaluation, the framework suffered from certain complexity issues.
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N. Balaji, et al. [25] introduced a transaction technique by a decentralized digital ledger and BC system that ensured
secure data integrity, and privacy preservation-based cryptography technique. In this system, the user identity was
encrypted with a specific mask and stored in BC with additional attribute identifiers. Based on these security concerns,
additional attribute functions were implemented for large data analysis resulting in increased communication and
computation overhead complexity.

Zeng Chen, et al. [28] introduced a scheme for sharing medical records by cloud servers and proxy re-encryption
algorithm. To attain accurate performance, the system was designed by BC architecture with the combination of hyper
ledger fabric, medical chain code, and dual-channelfabric deployment architecture to perform access control and data
management. The proposed framework achieved better data transmission security, storage security, and replay to
certain attacks. However, the scheme suffered from limitations like potential challenges, availability, and
interoperability issues.

b) Other Blockchain-based Techniques

UsharaniChelladurai, et al. [7] developed a secure Electronic medical record sharing with the integration of a patient-
centric management system and BC system, which enabled a smart contracts processing algorithm that enabled secure
data sharing by improving the system throughput and transparency by reducing the network latency. However, the
system suffered from computational overhead and interoperability issues.

Ahmed I. Taloba, et al. [9] proposed a secure architecture for transferring healthcare multimedia content using the BC
technique, which enhanced the patient care performance with minimum cost-effective and storage requirements.
However, the operational investigation of the framework accessed based on the illicit act, due to this illegal
communication behavior causes falsified assault, over-product drop percentage, intrusion, and so on.

Israr Ahmad, et al. [10] introduced a healthcare record-sharing system based on the Fog cluster layer, which was
categorized into two systems they are critical fog cluster and non-critical fog cluster. These fog layers handle the
patient record securely by BC technology, which reduces the storage requirements and the computation overhead
issues. However, the critical fog cluster consumed a large condensed time, and the non-critical fog cluster was affected
by delay tolerant issues.

Imran Ahmed, et al. [11] established a smart contract BC enabled with Al technique to monitor the health pandemic
issues. The method provided an enhanced security solution with a multi-layer sequential deep learning classifier for
evaluating radiological images. To achieve a high interpretable, a Gradient-weighted class activation mapping (Grad-
CAM) approach was established, these systems acquired a better secure system in data sharing, but the major limitation
was that the method did not provide accurate information for classification and segmentation.

Deep Learning-based Techniques

K. Raju, et al. [19] introduced a secure scheme with a DL framework for ensuring the preservation of private data.
Primarily, the medical data were encrypted by Fully Homomorphic encryption with optical key-based Elliptic Curve
Cryptography (OK-HECCFHE), which provides better performance by implementing the optimal key with Hybrid
Polar Bear-Ageist Spider Monkey Optimization Algorithm. The encrypted data were decrypted by the optimal key and
achieved better performance by compiling with DNN and GRU methods, which secured large amounts of data from
malicious attacks. Because of large-scale data, the system was affected by computational complexity and local optima
issues.

Aitizaz Ali, et al. [14] developed a privacy preservation approach in healthcare applications based on Homomorphic
encryption technologies, which was integrated with DL methods. These smart contracts acquire fine-grained entities
that were authorized by encrypted data, which enhanced both accountability and transparency. However, the encryption
approach suffered from communication overhead, transaction volume, and scalability issues.

Pandian RajanJeyaraj and Edward RAjan Samuel Nadar, [26] implemented an accurate signal prediction algorithm
using a deep neural network (DNN), which acquired the physiological signal and predicted accurate outcomes with
highly sophisticated data analysis. Based on the performance of DL techniques, the model did not secure the
transmitted data and caused overfitting problems.

A Angel Nancy, et al. [27] developed a secured healthcare monitoring and accurate heart disease prediction were
acquired in a Bi-directional Long short-term memory (BiLSTM) model. The prediction process was done in a recurrent
neural network (RNN), which could sequential time-series data. However, the proposed model suffered from certain
limitations such as connectivity, bandwidth utilization, and latency that reduced the efficacy of timely predictions.

Md. Reazul Islam, et al. [12] introduced an early detection of health problems and a healthcare monitoring system
using DL-based techniques, which involved the CNN classifier and the integration of an attention mechanism for
classifying potential diseases. The model found any abnormalities in the system and was connected to the nearest
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doctor for further reference. However the security access system was very poor, anyone could breach the privacy and
security mechanisms of health data reducing the effectiveness of healthcare results.

PriyanMalarvizhi Kumar, et al. [13] employed a secureddata storage model using new cryptographic algorithms to
attain encryption and decryption process. The method achieved effective security purposes along with prediction
accuracythat was achieved by Multi-channel spatiotemporal CNN (MCST-CNN). The model garnered the healthcare
data from 10T devices stored the data in the storage model and retrieved the data for further reference. Based on these
encryption techniques, the system accurately secured the patient data and suffered from potential scalability issues and
computational complexity problems.

SimantaShekharSarmah, [33] established a prediction and monitoring system using a modified deep neural network
(DLMNN) classifier. The model achieved the highest level of security system with minimum response time for
performing the encryption and decryption process. In this method the secured patient’s data were obtained with a vast
gamut of sizes, due to this the proposed model faced problems such as interpretability issues, scalability problems, and
communication overhead.

ANALYSIS
Blockchain-based Assessment

Table 1: Scheme Concerning Assessment

Technique | Reference | Advantages Limitations Attributes Applications

Clustering [1] Enhanced the | Access time  was | With key | Privacy
scalability, increased, due to this, | encryption protection
throughput, and | which did not provide
restricted the | accurate results in real-
malicious attacks. time environments.

IHT [8] Improved data | Potential scalability | With Key Security
integrity and resisted | issues and Protection
to cyber attacks computational

overhead
problemsoccurred  in
the model.

BBACM [21] Enhanced the fine- | Suffered by scalability | With key Security
grained access | and availability Protection

control and acquired | challenges that resulted
better security for | in  loss of data

cloud computing credentials.

SERTT [23] Effective data | Maximum training time | With  public | Privacy
management and | and reduced | key protection
sorting performance accuracy

MSFOC [20] Achieved effective | Suffered by energy | With key Privacy
data transmission in | efficiency and security protection
intra and  inter- | problems in real-time
clustering methods environment

zk-SNARK | [2] Enabled anonymous | Low performance, | With keyGen
data sharing without | Computational Algorithm

the involvement of | overhead
third-party collusion

MK-IPSE [3] Improved Scalability issues With  cipher | Security
performance and text /Key Protection
resist to attacks

SPChain [4] Enhanced energy | Communication With key Medical
efficiency in secure | overhead protection
medical data sharing

K- [29] Improved data | Computational With Privacy

anonymity sharing without | overhead issues key/ciphertext | protection
privacy leakage
issues
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BeDaSH [30] Improved high-level | Consumed large | With key | Security
security verification | storage  requirements | encryption Protection
without any | and computational
fraudulent risk factor | overhead issues.
and identity theft

hoCBS [5] Reduced the memory | Regulatory Cipher or Key | Privacy
and storage | complexities protection
requirements

BSDMF [6] Improved High | Potential complexities | With key Security
performance and | and scalability issues Protection
achieved high
accuracy

Table 2: Algorithm Concerning Estimation
Techniqu | Referenc Advantages Challenges Attributes | Applications
e e
SDP [22] High-security level, Complexity issues With key Security
faster verification Protection
process, low space
complexity
Encryptio [25] Ensured secure data Increased With key Privacy
n integrity with specific communication and protection
Algorithm mask identity computation overhead
issues
Proxy re- [28] Achieved accurate Suffered by potential With Medical
encryptio performance and secured challenges and key/ciphert privacy
n data transmission interoperability issues ext
Algorithm
Smart [7] Improved the throughput Interoperability With key Medical
contracts of the system and challenges protection
reduced the latency of
the network
BC [9] Minimum cost Because of illegal Cipher or Privacy
Framewor consumption and storage communication, key protection
k requirements intrusion might occur
Fog layer [10] Reduced storage Huge time consumption With key Medical
clustering requirements and delay tolerant protection
problem
GradCA [11] Better secure system in Affected by potential - Security
M data sharing and was challenges and does not Protection
highly interpretable provide accurate
outcomes
Deep Learning-based Analysis
Techniqu | Reference Advantages Disadvantages Attributes | Applications
e
DNN [26] An accurate prediction Did not secure the - Accurate
process occurs with highly | transmitted process and prediction
sophisticated data analysis. caused an overfitting
problem.
BiLSTM- [27] Improved the ability of Suffered from - Effective
RNN sequential time-series data connectivity issues, prediction
latency problems, and
reduced efficiency of
prediction.

CNN [12] Enhanced the The security system was - Classification

classification of potential very poor. process
diseases.
MCST- [13] Accurate disease Suffered from potential With Key Security

CNN prediction and scalability issues. Protection
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DLMNN [33] Achieved the highest level | The secured patient data With key Security
of security system with were huge, due to this Protection
minimum response time. issue the model was
affected by
interpretability issues
and communication
overhead problems
HE [14] Improved the fine-grained Affected by Cipher text, Medical
entities with fair communication Key protection
accountability and overhead, scalability
transparency. issues, and transaction
volume.
HPB- [19] Provided better Computational Cipher text Medical
ASMO- performance and secure complexity and local /optimal key security
DNN- data from malicious attack optima issues.
GRU

RESEARCH GAP AND FUTURE WORK

Blockchain-based Evaluation

a) Shortcoming

1. The model increased the computational burden of the users with high computation power, which reduced the
performance and led to high computation costs that were also affected by huge storage requirements [2].

2. Quick patient data retrieval leads to high communication overhead by reducing the effective throughput of the
network [4].

3. BeDaSH method suffered from large storage requirements, limited data encryption, computational overhead, and
communication leakage issues [30].

4. Increased the accessing time of the cluster-based approach and did not provide accurate performance results in real-
world environments [1].

5. In real-time applications, the integrated model (smart contracts and BC-based techniques) did not evaluate the
encryption and decryption technique to obtain secure data. Additionally, it consumeda larger execution time [8].

6. The BBACM method suffered from scalability and availability challenges, together with these issues, loss of data
credentials also occurred in on-chain and off-chain code systems [21].

7. The major limitations of loT-based healthcare systems were energy efficiency and security problems, which reduced
the performance rate and increased the complexity issues [20].

b) Future work

1 .In the future scope, decrease the computation burden and increase the cryptography technique to achieve high-
performance accuracy with fast authentication and effective verification [2].

2. In the future, communication overhead could be reduced while retrieving the patient's data and could improve the
throughput of the system, which resulted in better accuracy and performance in the real-time environment [4].

3. The performance of healthcare would be improved to attain a secured timestamped mechanism with the enhanced
regulatory framework to preserve private data in future directions [5].

4. In the cluster-based approach, the evaluation of cluster management and optimization would be very difficult to
identify the best cluster to attain the user location and network load for stored the archive data in the future [1].

5. In future directions, the integrated method achieve lower execution time by performing encryption and decryption to
attain highly secure data in real-world scenarios [8].

6. The versatility and applicability of the data would be improved to explore more complex healthcare domains by
providing advanced effective secure data protection schemes in the future [21].

7. Improved the efficiency and accuracy performance of the model by reduced the training time of the gradient
distribution algorithm in federated learning technique, which provided a better verification approach along with high-
level privacy preservation methods in future scope [23].

8. In future studies, the MSFOC model techniques would be extended to perform well in real-world scenarios [20].

Other BC-based Techniques Evaluation

a) Shortcoming

1. In BC-based hybrid framework that acquired illegal communication behavior, which faced interoperability issues
with falsified assault, intrusion, and so on [9].

2. The Fog cluster method suffered from software simulation impact that reduced the accurate performance with
increased time consumption and caused delay tolerant problems [10].

3. In Grad-CAM methods, potential challenges might occur and might not provide accurate results [11].
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b) Future work

1. In the future scope, ensure the data integrity content and achieve better transparency and privacy concerns by
increasing the performance and throughput of the system and reduced the latency with minimum resource requirements
[7].

2. Improved the potential challenges by increasing the quality of the eHealth data system, which would be integrated
with BC to perform effective secure data integrity in future research [11].

3. In future directions, additional sensors would beimplemented, to calculate the actual position of patients with
accurate feature information to obtain effective results [10].

4. In healthcare investigation of multimedia information, the transaction time and estimated cost would be measured in
future studies to achieve effective outcome results [9].

Deep Learning-based Assessment

a) Shortcoming

1. In the model, the Sequence data prediction may led to difficult challenges in the data science environment and
consume a huge time to tackle the data [27].

2. The security system of the model was very poor in which anyone could breach the model to pirate the obtained
healthcare data [12].

3. The proposed DLMNN model attained certain challenges such as higher interpretability issues, scalability problems,
communication overhead, and so on [33].

b) Future Work

1. The proposed BiLSTM-RNN-based prediction technique could integrated with a hierarchical fog-cloud model to
reduce the delay constraints in future scope, which also addressed the limitations such as increased latency, intrinsic
constraints, and bandwidth utilization [27].

2. In future scope, the security and private mechanisms were enhanced for better security protection of achieved
healthcare data that resulted in increased efficiency and accuracy of the model [12].

3. The DLMNN model centeredonloT-based techniques would achieve effective monitoring of patient health by
identifying the normal and abnormal conditions of the patients in future directions [33].

4. Improved real-world implementation in the future with the involvement of better scalability and performance
optimization, security and threat analysis methods, usability, and user experience methods [14].

CONCLUSION

Privacy preservation is a most essential task in healthcare applications, which garnered better security and protects
private data from malicious attacks. The study provides various existing methods for preserving the patient’s privacy in
healthcare applications, which are enabled with BC-based detection models techniques, schemes, and algorithms to
share the healthcare details securely with the medical staff by having access control, which is briefly elaborated in this
study. The study provides a detailed explanation of existing literary articles with various schemes along with the
utilization of distinct datasets along with the achieved performance metrics. In this perspective, the utility of BC is
essential for collecting the health record data and transferring particular data through IOT sensors from one location to
another, which also suffer from several challenges such as decreased throughput, Scalability issues, computational
problems, lower performance, communication problems, and so on. This problem was obtained while the model was
implemented in a real-time environment, to overcome this limitation, explore more BC-based detection methods in
future studies.
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