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ABSTRACT

Blockchain is a decentralised transaction and data management technology that was first designed for the
cryptocurrency Bitcoin. Since the concept was first proposed in 2008, there has been a surge in interest in
Blockchain technology. The core qualities of Blockchain that provide confidentiality, anonymity, and data
integrity without a third-party organisation in charge of the transactions are driving interest in the technology,
which opens up new research fields, particularly in terms of technological hurdles and constraints. This article
aims to present a thorough mapping analysis with the purpose of gathering all relevant research on
Cryptocurrency.
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INTRODUCTION

A cryptocurrency is a digital or virtual currency that is protected by encryption, making counterfeiting and double-
spending practically impossible. Many cryptocurrencies are built on blockchain technology, which is a distributed
ledger enforced by a distributed network of computers. Cryptocurrencies are distinguished by the fact that they are not
issued by any central authority, making them potentially impervious to government intervention or manipulation.™

Blockchain is a subset of what is known as distributed ledger technology ("DLT"). DLT is a method of storing and
sharing data across various data stores (also known as ledgers), each of which contains the same data records and are
managed and controlled by a distributed network of computer servers known as nodes. Blockchain is a distributed
ledger that uses an encryption method known as cryptography and specific mathematical algorithms to create and
verify a continuously growing data structure — to which data can only be added and from which existing data cannot be

removed — in the form of a chain of "transaction blocks". >

The primary goal of this article is to gain a thorough understanding regarding the current research subjects, difficulties,
and future prospects in Cryptocurrency.

NEED FOR THE STUDY

As cryptocurrency has gotten a lot of attention and everyday more people are trading and purchasing Bitcoins. As a
result, it is very likely that Bitcoin will survive in the long run. It is critical as a future study area, and it will draw both
industry and academics to do additional study from both a business and technical standpoint.

RESEARCH GAPS

The applications of Blockchain technology is not just limited to cryptocurrency. Instead, the concept of a
decentralisation and a public ledger can be extended to a variety of other applications in different industries, which
adds to the intrigue of the Blockchain research. Therefore, the study of the various possibilities of using Blockchain in
other environments is vital, as it can disclose and generate better models and options for conducting transactions in
various industries.

LITERATURE SURVEY

The term "cryptocurrency" has become a buzzword to describe a wide range of technological advancements that make
use of a method known as cryptography. In simple terms, cryptography is the process of encrypting data and then
changing it into an unreadable format that can only be deciphered (or decrypted) by someone with a secret key. There
are several methods to structure a consensus mechanism. The Proof of Work ("PoW") and Proof of Stake ("PoS")
methods are the two most often utilised mechanisms in the context of cryptocurrencies.
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a.Proof of Work (“PoW”): In a PoW system,network participants must solve so-called “cryptographic puzzles” to add
new “blocks” to the blockchain. Mining is a term used to describe the process of solving puzzles. Simply put, these
cryptographic puzzles are made up of all previously recorded information on the blockchain, as well as a new set of
transactions to be included to the next "block.” The PoW process necessitates a tremendous amount of computational
resources, which use a significant amount of electricity, because the input of each puzzle grows greater over time
(resulting in a more difficult calculation).

When a network participant (also known as a node) solves a cryptographic puzzle, it verifies that he has finished the
task and is paid with a digital form of value (or in the case of a cryptocurrency, with a newly mined coin). This
payment serves as a motivator to maintain the network. Litecoin, Bitcoin Cash, Monero, and other cryptocurrencies are
examples.

b. Proof of Stake (PoS): In a PoS system, a transaction validator (i.e. a network node) must verify ownership of a
specifc asset (or in the case of cryptocurrencies, a certain amount of coins) in order to participate in the validation of
transactions. Instead of "mining,” this process of authenticating transactions is referred to as "forging.” In order to
validate a transaction in the case of cryptocurrencies, a transaction validator will have to prove his "stake" (i.e., his
share) of all coins in existence. He will have a better chance of validating the following block depending on how many
bitcoin he owns (i.e. this all has to do with the fact that he has greater seniority within the network earning him a more
trusted position). Cryptocurrencies such as Neo and Ada (Cardano) utilize a PoS consensus mechanism. !
Various players in cryptocurrency®”
The cryptocurrency market is a new stage on which many players take on different roles. These are the important
players in the market to give some further insight on how it operates:

a) Cryptocurrency users

b) Miners

¢) Cryptocurrency exchanges

d) Trading platforms

e) Wallet providers

f)  Coin inventors

g) Coin offerors

A Blockchain application was originally characterised as a solution created using Blockchain technology. Some
prototype applications for implementing Blockchain in different settings are smart contracts, smart property, digital
content distribution, Botnet, and P2P broadcast protocols.  This demonstrates that Blockchain technology isn't just for
currency. Instead, the concept of a public ledger and a decentralised environment may be used to a variety of additional
applications in many industries, making Blockchain research even more intriguing.

However, rather than applying Blockchain technology in another context, a set of diverse applications were designed
for the Bitcoin environment. Some of the apps were created with Bitcoin analysis in mind. BitConeView™ and
Bitlodine are two applications that use a visual presentation to enable people investigate the Bitcoin network and
study how Bitcoin transactions are executed. These kinds of apps can assist people grasp what Blockchain is all about
and how a decentralised transaction works. By following transaction flows, analysis programmes can also aid in the
detection of fraud and related security risks. Security is another important area for applications. CoinParty*? and
CoinShuffle ™ are two Bitcoin mixing programmes that can help the Bitcoin network become more safe by giving an
extra layer of privacy for users. Because security and privacy are the most important features in a decentralised
transaction environment, these types of applications and solutions are anticipated to become more prevalent in the
future.

Advantages

e Cryptocurrencies are a new, decentralised money paradigm. To enforce trust and police transactions between
two parties, centralised intermediaries such as banks and monetary organisations are not required in this
system.

e Cryptocurrencies promise to make it easier to move funds between two parties without the use of a trusted
third party such as a bank or credit card firm. Public and private keys, as well as various incentive schemes
such as proof of work and proof of stake, are used to secure such decentralised transfers.*!

e Compared to traditional money transfers, bitcoin transfers between two transacting parties are faster since
they do not employ third-party intermediaries. Flash loans are a nice illustration of decentralised transfers in
decentralised finance. These loans, which are not backed by security, can be completed in seconds and are
employed in trading.

e Investing in cryptocurrencies can be profitable. Over the last decade, the value of cryptocurrency markets has
surged to billions.
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One of cryptocurrency's most notable use cases is the remittance industry. Currently, cryptocurrencies such
as Bitcoin are used as intermediary currencies to facilitate cross-border money transfers. As a result, a fiat
currency is changed to Bitcoin (or another cryptocurrency), then sent across borders and converted back to
the target fiat currency. This method simplifies and reduces the cost of money transfers.

Disadvantages

Despite the fact that they pretend to be anonymous, cryptocurrencies are essentially pseudonymous. They
create a digital trail that can be deciphered by entities like the Federal Bureau of Investigation (FBI). This
gives governments and federal agencies the ability to trace the financial transactions of regular persons.™™!
Criminals are increasingly using cryptocurrency for undesirable operations such as money laundering and
unlawful transactions. Cryptocurrencies have also grown popular among hackers who use them to spread
ransomware.*®!

Cryptocurrencies are supposed to be decentralised, with their wealth spread between multiple parties on a
blockchain. In actuality, there is a lot of power in the hands of a few people. "]

One of the conceits of cryptocurrencies is that anyone with a computer and an Internet connection may mine
them. Mining popular cryptocurrencies, on the other hand, needs a lot of energy, often as much as entire
countries. Mining has become concentrated among huge corporations with revenues in the billions of dollars
due to high energy prices and the unpredictability of the industry. According to an MIT research, 10% of
miners are responsible for 90% of the country's mining capacity.™!

While cryptocurrency blockchains are extremely secure, other crypto repositories such as exchanges and
wallets are vulnerable to hacking. Over the years, many cryptocurrency exchanges and wallets have been
hacked, resulting in the theft of millions of dollars' worth of "coins."**!

Price volatility affects cryptocurrencies traded on public exchanges. Some economists regard
cryptocurrencies as a passing fad or speculative bubble.?”

CONCLUSION

Cryptocurrency is based on a decentralised transaction environment in which all transactions are recorded in a public
ledger that is accessible to everybody. Blockchain's purpose is to give all of its users with anonymity, security, privacy,
and transparency. These characteristics, on the other hand, present a slew of technological issues and constraints that
must be addressed.More work and research, in order to get a complete picture of cryptocurrencies and all of its various
aspects in order to provide the best possible policy guidance, is arguably required.
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