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ABSTRACT

The Windows Subsystem for Linux (WSL) 2.0, marked a significant leap forward in bridging gap between
Windows along with Linux ecosystems. With the integration of a full Linux kernel directly into Windows, WSL
2.0 offers enhanced performance and compatibility for running Linux applications and tools within the
Windows environment. This seamless integration allows users to leverage their favourite Linux command-line
utilities and development workflows without the need for dual booting or virtualization. Moreover, WSL 2.0's
native support for Docker containers enables developers to build, run, and manage Linux-based containers
directly on Windows, further streamlining the development process. While occasional compatibility issues may
arise, WSL 2.0's growing adoption and active community support underscores its potential to revolutionise
cross-platform development and collaboration.
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INTRODUCTION

Windows Subsystem for Linux (WSL) 2.0 is a feature in Microsoft Windows allows users to run a Linux kernel
directly on top of Windows operating system. It enables developers along with system administrators to utilise Linux
tools, utilities, and programming languages natively within a Windows environment, providing seamless integration of
the two operating systems.WSL 2.0, which represents a significant evolution from its predecessor, WSL 1.0, by
introducing a virtual-machine-based architecture that includes a full Linux kernel.

Key Benefits
This architectural change results in several key benefits, including improved performance, enhanced compatibility, and
broader support for Linux applications.

Using WSL 2.0, users can :

1. Boost Performance: By leveraging a virtual machine running alongside the Windows kernel, WSL 2.0 offers faster
file system performance, reduced overhead for system calls, and improved networking capabilities compared with WSL
1.0.This resulted in a more responsive and efficient development environment.

2. Access Full Linux Kernel: Unlike WSL 1.0, which relies on a translation layer to map Linux system calls to
Windows equivalents, WSL 2.0, which includes a genuine Linux kernel.This enables compatibility with a wider range
of Linux software and ensures a more accurate behaviour for applications that depend on specific kernel features or
modules.

3. Seamless Docker Integration: WSL 2.0 seamlessly integrates with Docker, allowing developers to run Linux
containers directly in the WSL environment.This simplifies the development and testing of containerised applications
by providing a consistent platform across the Windows and Linux environments.

4. Enhance Development Workflows: WSL 2.0 provides developers with a familiar Linux environment for building,
testing, and debugging software, while retaining access to Windows-specific tools and applications. This enables a
more integrated development workflow, and facilitates collaboration across diverse development teams.

5. Improve System Administration: System administrators can leverage WSL 2.0 to manage Linux servers and
environments more efficiently from a Windows workstation. They can perform tasks such as scripting, monitoring, and
troubleshooting using native Linux tools, thereby enhancing productivity and simplifying cross-platform management.

6. Educational and Learning Opportunities: WSL 2.0 serves as an educational platform for students and professionals to
learn about Linux-based development and system administration skills.It provides a sandbox environment in which
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users can experiment with Linux commands, programming languages, and system configurations without the need for
dedicated hardware or virtual machines.

Overall, WSL 2.0 represents a significant advancement in Microsoft's effort to bridge gap between Windows and Linux
environments. It offers improved performance, enhanced compatibility, and greater flexibility, empowering users to
work more efficiently in diverse computing environments.

Key Advancements

WSL 2.0, or Windows Subsystem in case of Linux 2.0, represents a significant advancement in Microsoft's effort to
bridge gap between Windows along with Linux environments. The following are some key advancements and
implications:

1. Performance Improvement: One of the most significant enhancements in WSL 2.0 is the shift from a translation
layer approach to a virtual machine-based architecture. This change provides a substantial boost in performance,
particularly for file system operations and networking tasks, as it allows native Linux kernel functionality. Users can
expect faster file 1/0 operations and improved overall system responsiveness.

2. Full Linux Kernel: Unlike WSL 1.0, which translates Linux system calls intoWSL 2.0, which includes a full Linux
kernel running alongside the Windows kernel. This enables compatibility with a broader range of Linux applications,
including those that rely on specific kernel features or modules.

3. Improved Docker Integration: With WSL 2.0, Docker containers can operate seamlessly alongside other Linux
applications, leveraging the same Linux kernel instance.This integration simplifies the development workflows for
developers who work with containerised applications, as they can use Docker commands natively within the Linux
environment.

4. Enhanced Compatibility: WSL 2.0 offers improved compatibility with a wider range of Linux software owing to
its more accurate Linux kernel implementation. Developers and system administrators can leverage popular Linux
tools, libraries, and programming languages within their Windows environment without significant modifications.

5. Development Workflow Enhancement: For developers, WSL 2.0 streamlines the process of building and testing
software across different platforms. It enables developers to use familiar Linux development tools and workflows while
retaining access to Windows-specific tools and applications, thereby providing a more integrated development
experience.

6. Cloud and DevOps Integration: WSL 2.0 facilitates smoother integration with cloud platforms and DevOps
workflows because developers can utilise Linux-based command-line tools and utilities directly within their Windows
environment.This enables the seamless deployment, management, and automation of cloud resources and
infrastructure.

7. Implications for System Administrators: System administrators can leverage WSL 2.0 to manage Linux servers
and environments more efficiently from a Windows workstation. Tasks such as scripting, monitoring, and
troubleshooting can be performed using native Linux tools to enhance productivity and reduce the need for context
switching between different operating systems.

8. Educational and Learning Opportunities: WSL 2.0, which can serve as a valuable educational tool for students
and professionals seeking to learn Linux-based development and system administration skills.It provides a sandbox
environment in which users can experiment with Linux commands, programming languages, and system configurations
without the need for dedicated hardware or virtual machines.

Overall, WSL 2.0 represents a significant step forward in Microsoft's efforts to create a more cohesive development
and deployment ecosystem for Windows users while maintaining compatibility with the rich Linux software
ecosystem. It offers improved performance, enhanced compatibility, and greater flexibility, empowering developers
and system administrators to work more efficiently in diverse computing environments.

LITERATURE REVIEW
Evolution
Research related to (WSL) 2.0 primarily focuses on several key areas, including performance analysis, software
compatibility, development workflows, system administration, and educational applications.Here is a brief overview of
existing research and studies in these areas.
1. Performance Analysis: Researchers have conducted performance evaluations comparing WSL 2.0 with other
virtualization solutions and previous versions of WSL.These studies typically measured factors such as file system
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performance, CPU utilisation, memory usage, and application responsiveness to assess the impact of WSL 2.0's
architecture on system performance.

2. Software Compatibility: Studies have investigated the compatibility of various Linux applications and development
tools using WSL 2.0.Researchers analysed the behaviour of applications running on WSL 2.0, compared to native
Linux environments, to identify potential compatibility issues and assess the overall usability of the platform for
software development and system administration.

3. Development Workflows: Research explores how WSL 2.0 affects development workflows for software developers
working in heterogeneous environments. This includes studies on integrating WSL 2.0 with popular development tools
and frameworks, evaluating the impact on build times and code deployment, and assessing developer productivity in
mixed windows/Linux environments.

4. System Administration: Research examines the use of WSL 2.0, for system administration tasks, such as managing
Linux servers and infrastructure from a Windows workstation.Studies may focus on scripting, automation, monitoring,
and troubleshooting capabilities provided by WSL 2.0, and evaluate its effectiveness in streamlining administrative
workflows.

5. Educational Applications: Some research has investigated the educational value of WSL 2.0, as a platform for
teaching Linux-based development and system administration skills.Studies may explore how WSL 2.0 is used in
educational settings, its effectiveness in facilitating hands-on learning experiences, and its impact on student and
learning outcomes.

6. Security and Privacy Implications: Researchers may also examine the security and privacy implications of using
WSL 2.0, including potential vulnerabilities introduced by the integration of a Linux kernel into the Windows operating
system and the impact on system isolation and access control mechanisms.

Overall, research related to WSL 2.0 contributes to a deeper understanding of its capabilities, limitations, and
implications for various applications, including software development, system administration, and education.It provides
valuable insights into how WSL 2.0 can be effectively utilised and integrated into existing workflows and
environments, as well as areas for further improvement and development.

Existing research

An integral part of Microsoft's Windows 10 operating system, Windows Subsystem for Linux (WSL) was first
introduced with the Anniversary Update. In its original form, it allowed the host operating system to run native Linux
applications more easily. Volatility and other existing memory forensic frameworks are designed to enable a single
operating system type per analysis task, such as the execution of a single framework plugin. Problems arise for these
frameworks when Windows environments add Linux executable support. Since WSL finds Linux forensic artifacts,
such ELF executables, in a Windows computer's physical memory sample, it disrupts this analytical paradigm. Further,
Windows Workspace Language (WSL) integrates data structures unique to Linux with data structures that are already
present in Windows. Process information and userland runtime data are both stored in these structures. All of the
existing analysis plugins provide contradictory results when comparing native Windows processes to WSL processes
because of this integration. The lack of documentation for a substantial chunk of the WSL subsystem's internals further
adds complexity to this situation. An investigation was conducted to determine whether current volatility plugins are
affected by WSL and which updates are necessary to fully allow WSL's memory forensics. The current shortcomings of
the WSL analysis were addressed in this way. These actions are detailed in this paper. Our research into the data
architectures of WSL-relevant OSes and the development of novel volatility monitoring plugins are examples of these
endeavors [1].

Microsoft has little documentation for the WSL architecture's core components, and these components are not open
source. The data structures and algorithms that WSL would use are not described in Microsoft's MSDN or Windows
Internals 7th Edition (Yosifovich et al., 2017), however these sources do include documentation of high-level design
concepts and exported APIs. Also, the WSL subsystem does not come with full Visual Studio debugging files (PDB
files) from Microsoft.

Alex lonescu is only person who has conducted significant memory analysis research on WSL, and his findings were
published in Blackhat 2016 (lonescu, 2016a). A repository on Github contains a code that is connected to this
endeavour and is open to the general public.The code is in form of WinDbg scripts (lonescu 2016b).

Michael Ligh, who is part of the volatility development team, contributed a patch set that allowed us to properly report
the identities of WSL processes in conjunction with our study (Ligh, 2017). With these updates, WSL process names
may be reported accurately.
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Cygwin is a Windows environment that runs Linux.

With the introduction of Windows Server Language (WSL), it became possible to run Linux programs on Windows
laptops. One such software project is Cygwin, which allows users to execute Linux programs in Windows settings.
Using the Cygwin terminal, which provides a shell environment, users may access a virtual file system, execute
supported applications, and make POSIX system calls (Cygwin, 2017). Cygwin and WSL were both developed with
the goal of bringing Linux environments to Windows PCs using lightweight virtualization. Here we can see one
comparison between the two designs. Several various approaches, each with its own unique features, provide this
possibility. When you compile Linux source code using Cygwin, the resulting executables will use the standard PE
format. The next step is to link these executables with a library that provides POSIX compatibility by translating
system calls between Unix and Windows. It should be noted that Cygwin does not need any kernel components to
finish its activities in user space and does not contain ELF files in Windows. In contrast, WSL incorporates userland
and kernel space components, is more tightly integrated, and can execute ELF files.

An approach for lightweight virtualization known as application sandboxing was the primary focus of the research
efforts of the Drawbridge project team at Microsoft. Incorporating a library OS model into a commercial Windows
version was the project's stated goal (Baumann et al., 2016). This architecture relocates the OS requirements of the
sandboxed applications to their own process address spaces. According to research by Porter et al. (2011), Drawbridge
was the pioneer in developing a library OS prototype of Windows 7.

In addition to supporting Microsoft's legacy NT processes, Drawbridge introduces two new process types: minimal and
pico. The critical window components that directly link NT processes to the kernel are absent from minimal processes,
in contrast to NT processes. These parts are shown in Figure 1. The absence of any kind of kernel administration and
the presence of empty userland memory are two hallmarks of minimal processes. Along with being the smallest process
type, pico processes also need a corresponding kernel driver. A pico process's kernel driver is the program that manages
the process's userland memory, threads, scheduling, file handles, and sockets (Hron, 2017; Hammons, 2016). The term
"pico provider" is often used to describe this specific driver.

Windows Server Language (WSL), the most prominent use of pico processes in Windows, was released in 2017 with
the 64-bit version of Windows 10 Fall Creator Update after over a year of beta testing (Turner, 2017). Direct execution
of userland Linux apps on Windows 10 is made possible by detecting each Linux application running in a pico process.
This way, users may execute ELF binaries directly from the source code, eliminating the requirement for a virtual
machine and other intermediate programs. Also, as of recently, Microsoft Store has apps available for all five Linux
variants (Cooley et al., 2017). Linux Mint, Ubuntu, Debian, openSUSE Leap42, SUSE Linux Enterprise Serverl2, and
Kali Linux are the distributions in question.

It will launch the WSL NT services and an/initpico process for the user if their Linux instance does not already have
them. The Ixss service may become a pico provider in Windows by registering with the kernel using the
PsRegisterPicoProvider system function. The kernel is authorized to allow Ixss to manage system calls, exceptions, and
resources for the WSL pico processes by means of this instruction (Hammons, 2016a). A graphical user interface for
Linux shell is created whenever wsl.exe is used, whether from inside cmd.exe or from the Windows GUI. There is also
an other way to achieve the same outcomes by launching wsl.exe with the -C argument, which will run an ELF binary
file and immediately return the caller process (Cooley, 2017).

PROBLEM STATEMENT

While the (WSL) 2.0 brings significant advancements and implications for users, developers, and system
administrators, several challenges accompany its adoption and implementation.The following are some of the key
challenges.

1. Performance Overhead: Despite improvements over WSL 1.0, WSL 2.0 still incurs performance overhead
compared to running Linux natively on hardware or within a traditional virtual machine environment.This overhead
may affect resource utilisation, application responsiveness, and overall system performance, particularly for
computationally intensive workloads.

2. Compatibility Issues: Although WSL 2.0 aims to provide better compatibility with Linux applications, certain
software may still exhibit unexpected behaviour or compatibility issues within the WSL environment.This can be due
to differences in system libraries, kernel modules, or other dependencies between the Windows and Linux
environments.

3. File System Interoperability: While WSL 2.0 offers improved file system performance, interoperability between
Windows and Linux file systems can still pose challenges. File permissions, symbolic links, and file metadata may
behave differently across operating systems, leading to potential data inconsistencies or compatibility issues, especially
in multiplatform development workflows.
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4. Networking Limitations: WSL 2.0, which introduces enhanced networking capabilities compared to WSL 1.0, but
certain network configurations and protocols may still be challenging to implement or may not work as expected within
the WSL environment.This can affect networking-dependent applications such as web servers, databases, and
distributed systems.

5. Resource Consumption: Running a full Linux kernel alongside the Windows kernel consumes additional system
resources, including CPU, memory, and disk space. This resource consumption may be a concern, particularly for users
with limited hardware resources or for those running multiple virtualised environments concurrently.

6. Security Risks: Integrating a Linux kernel into the Windows operating system introduces potential security risks
and attack vectors. Researchers and adversaries may exploit vulnerabilities in the Linux subsystem to gain unauthorised
access to system resources, escalate privileges, or execute malicious codes, highlighting the importance of maintaining
robust security measures and regular updates.

7. Development and Debugging Tools: While WSL 2.0 facilitates development workflows by providing a Linux-like
environment on Windows, developers may encounter challenges in configuring and debugging applications within the
WSL environment. Differences in debugging tools, environmental variables, and system libraries between Windows
and Linux can complicate the development process and hinder productivity.

8. Training and Support: Adopting WSL 2.0 may require users, developers, and system administrators to acquire new
skills, knowledge, and best practices to effectively manage and troubleshoot Linux-based environments within a
Windows ecosystem.Training and support resources may be limited or fragmented, making it challenging for users to
address technical issues or optimise their workflows.

Addressing these challenges requires ongoing collaboration among Microsoft, the open-source community, and
industry stakeholders to improve the performance, compatibility, security, and usability of WSL 2.0, while providing
comprehensive documentation, training, and support for users transitioning to this hybrid computing environment.

SCOPE OF WORK

The future scope of work for (WSL) 2.0 is promising, with several potential areas of development and improvement.
Some future directions and possibilities for WSL 2.0:

1. Enhanced performance optimisation: Continued optimisation of performance to further reduce overhead and
improve responsiveness, particularly for CPU- and memory-intensive workloads. Fine-tuning file system performance
and reducing latency for file 1/0 operations.

2. Improved Integration with Windows Ecosystem: Deeper integration with Windows development tools and
frameworks, enabling seamless collaboration and interoperability between Windows and Linux environments.
Enhanced support for graphical applications and desktop environments, making it easier to run Linux GUI applications
on Windows.

3. Expansion of Supported Linux Distributions: Increasing the selection of Linux distributions available through
Microsoft Store to provide users with more choices and flexibility in selecting their preferred distribution.Ensuring
compatibility with a wider range of Linux software and libraries, including specialised distributions tailored for specific
use cases.

4. Security Enhancements: Strengthening security measures to mitigate potential vulnerabilities and threats associated
with running a Linux kernel within the Windows environment and implementing additional security features such as
enhanced access controls, sandboxing mechanisms, and secure boot support.

5. Containerisation and Cloud Integration: Further integration with containerisation technologies such as Docker
and Kubernetes, enabling seamless deployment and management of containerised applications within WSL 2.0,
facilitating integration with cloud platforms and services, and allowing users to leverage WSL 2.0, for cloud-native
development and deployment workflows.

6. Development Workflow Improvements: Enhancing development workflows by providing better support for

debugging, profiling, and testing within the WSL environment and streamlining the setup and configuration of
development tools and frameworks, making it easier for users to begin with WSL 2.0.
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7. Enterprise Adoption and Management: Addressing the needs of enterprise users by providing features for
centralised management, deployment, and monitoring of WSL 2.0 instances across large-scale deployments, and
enhancing compatibility with enterprise security policies, compliance requirements, and identity management systems.

8. Community Collaboration and Contribution: Encouraging community involvement and contributions to the
development and improvement of WSL 2.0 through open-source collaboration, feedback channels, developer
engagement initiatives, and leveraging community-driven innovation to identify emerging use cases, address user
needs, and prioritise feature development.

Overall, the future of WSL 2.0 is characterized by ongoing innovation, collaboration, and improvement, as Microsoft
continues to invest in enhancing the capabilities, performance, and usability of the platform to meet the evolving needs
of developers, system administrators, and users in diverse computing environments.
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