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ABSTRACT

This malware poses a serious threat to the network of Pervasive security, networks. However, they have to
understand that malware debts are very limited in network behavior. In this paper, Investigate Propagates from the
international perspective on how they are in malware networks. Structural problem and both come with epidemic
layer network network Propagation malware of precise designs. Image based model and suggested that we are
Indicates, Bali Resource Malware Analysis, and Respectively Phase, so quickly distributed to the Distribution of
Power Law with a small tail of Follows Distributed and Distributed, and Distribution of Electric Act. Extensive
experiments have been confirmed by Performed Beans Have, and Thierry Findings Clock results through malware
data set across two worlds in the real world.
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1. INTRODUCTION

Penetration of computer systems by exploiting malware and spreading security vulnerabilities through malware and online
attackers. The unimaginable financial or political prize, malware owners and inspiration for lack of power to make the
largest possible number concessions connected to his power to achieve fraudulent goals in computers and computers. The
deal is called computer bots and all traffic malware robots agrees. It is a solid engine attack from internet aggressors, and
they present a serious threat to online defenders. In order to deal with cyber criminals, it is important to understand the
behavior of the malware, such as post or members samples, candidate bonnets size, and traffic distribution. So far, we have
a deeper understanding of the size and malicious software that describes or distribute. Such external information is the
measure of the size of bonnets, the DNS redirection, as the robot is infiltrating researchers working in various ways. These
efforts indicate that the size of bonnets can range from thousands to millions. This difference is not a formula. As a result,
researchers have a high durability and explanations of effective dust model. Dagon and others. It seems that traffic has a
clear effect on the number of available time zones.

All indicated Maugham et al. The network has a significant impact on the expansion of malware through their accurate
mathematical analysis. In this paper, we are studying a wide range of malware in the network (such as distribution,
autonomous system (AS), and smart phones, which can damage the same kind of areas of ISP network sharing). In this type
of setup, we have a large amount of data to meet the needs of a substantial SI model at an appropriate level. In contrast to
the traditional pattern of the epidemic, we break our pattern in two layers. The first calculation, a certain amount of time
since the malicious beginnings, we would have made the networks based on how many SI models. Secondly, the network is
at risk, and we have compromised it since the host that computational time network has been compromised. To replace the
two-layer model, we determine the number of troopers in the accident case and their distribution network. Through our
careful analysis, we follow the distribution of power distribution in the early rounds of malicious distribution and in the
final stages, and at the end of the law, the rules conclude a small tail of special law.

Two of the first work in the Layer pandemic model area is the proposed result.
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And our cooperation is summed up as follows.

* We recommend two layer model to spread Internet-level malware as described in malware mode. The current model of
comparison with the epidural layer and presenting a model suggests more malware penetration to high-level networks.

* We find that at the end of the network will be distinct from the exponential juridical law with a short tail for the
distribution of power, and the final phase, respectively, in the distribution of the network's viral harmful software. These
results proved the first formula based on the proposed model, and then concluded by experimenting with two sets of data in
the real world.

2. RELATED WORK

Malware is the original story. The malicious programmer, which writes that no bots or agent, and then installs bots on
network computer viruses using a variety of techniques like the Internet. The range of each walk is controlled by the owners
of the robot, such as e-mail spam DDoS attacks that initiate committed illegal activities, fishing and performance activities
and sensitive information. Command and Control (C & C) will connect data on the server (s) and bring data from a network
stolen. In order to protect themselves from legal powers, software proxy links are often a C & C changes, for example,
owned by the week. This can be seen a significant increase in smart phones about very fine details, we have seen a growing
number of mobile malware. Malware authors have had many mobile malware growths in recent years.

In this paper, we use two sets of malware data on a large scale of their experiences. Conficker is recently the most prevalent
malware. Sheen et al. Conficker sets about 25 million victims about the data gathered from different levels across the
world. At the same time, the Android mobile system targets rapid growth based on malware in recent years. Zhu Xiang has
collected a large collection of data from the malicious Android based program.

3 BACKGROUND

Theory B modeling expansion plays a major role in the malware field. Current models: The science pandemic model
control and the falling theoretical models of the spread of malware into two categories. Theory Trace The model depends
on the control system in attempting to avoid malware. Levels of pandemic forces in the science model risk and delivery
which focus on the computer science community have been extensively explored. Zhu et al. (SI) The early stage of the
infected Internet worms used an assessment assessment model. Gao and Liu recently recovered a model susceptibility (SIR)
to describe the spread of the virus mobile phone.

We propose a two layer malware propagation model to describe the development of a given malware at the Internet level.
Compared with he existing single layer epidemic models, the proposed model represents malware propagation better in
large scale networks. We find the malware distribution in terms of networks varies from exponential to power law with a
short exponential tail, and to power law distribution at its early, late, and final stage, respectively. These findings are firstly
theoretically proved based on the proposed model, and then confirmed by the experiments through the two large-scale real-
world data sets.

4. SYSTEM FLOW

The so-called DFD is a bubble graph. The system refers to the system in terms of data entry, and a simple graphical
tradition that can be used to address the implementation of various data from the output system data. Data Flow Diagram
(DFD) is one of the most important modeling tools. The parts of the system used in modeling. These components include
an external standard system and process flow in the system, and processes, and data into the method used by data exchange.
DFD shows how to navigate through the information system and make changes in the changes it changes. The data from
the input and output input will be applied as infectious and the flow of a graphic style is shown. It is called DFD is a bubble
chart. It can use DFD to represent system at any level of abstraction. These DFD levels are broken up into the increased
flow of information and technological know-how.
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5. MALWARE PROPAGATION MODELLING:
MODULES:

Data Provider: In this module, and service providers want to file a file and upload to social networks shared with your
friends. The data from the following actions is that they are found in this kind of down.

Add a document: In this module, data providers can be added in one document. User Progress can store the data in
database thus adding a new document, and then he wants to enter the title of the document name, the registration document,
and so on.

See the document: In this module, the data provider documentation can be found in the heading documents and document
name and the document, document image related images of any sense of documentation.

Server Manager (Web Server): Analyze the contents of responsible documents for the implementation of some functions
on the management server, and check the document malware. Documents associated with malicious malicious users will be
examined if those documents and malware and social networks are social networks and social networks will be saved in a
widely published block list.

Malicious files: Proximity Malware means that social networks and other user documents or social networks in social
networks have the same chance of repeating the same for a malicious program to disrupt the normal function.

Distributed malicious software: We differ significantly from the official law enforcement with a short tail for the
distribution of electricity in the network expeditiously, and in the final phase, respectively, and eventually distributing
malware in network expansion. These results proved the first formula based on the proposed model, and then concluded by
experimenting with two sets of data in the real world.

Customers: In this unit, you see the number of times n. Users must register before you perform certain tasks. Storage of
user information in recording and user's integrity. To obtain entry license using username and password after successful
registration. After a successful login, they do not send a message or social network data exchange between a number of
tasks or users who are looking for such check-up or some of those looking for such friend requests.

6. PERFORMANCE EVALUATION:

The input design is the link between the information systems and the user. And it can be achieved through the preparation
of data and procedures for the development of transactions such as development as a usable for development and
processing moves them to scan your computer or move data to read data from the document, or it goes through the presence
of people to direct the data system directly. To control the overall design errors of the input, the required inputs, focus on
regulation, and avoid delays, and avoid extra steps and maintain a simple process. Continuing privacy is designed so that
the aperture is secure and ease of use. Design input is considered as the following scenarios:
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Purpose:

Input Design The process of changing user-based input for a computer based system. This design is important to show in
the right direction for the management of the process to gain the right information to avoid data entry errors and
computerization systems. Get a large amount of data to use an easy data entry screen. The input target is designed to make
data entry easier and error free. Screen design can be used with data that can be addressed with data entry. It also has
standard features provided by the clock. Data entry will do its verification. Data can be entered with the help of screen. And
the moment when the corn is like it will give the user the appropriate messages when at the moment. Therefore, design
Target Input inputs is to make plans so easy to follow up

Output design: A product quality that complements end-user requirements and provides transparent information. By
processing any system results from the processed system and another system report. Determine what immediate
requirements and how to make a hard copy of what move information from the production design. This user has the most
important information directly from the source. Effective and intelligent manufacturing systems improve the relationship
design and help make decisions.

Computer Production Design To maintain a constructive, thoughtful way, and ensure that every element of the product
elements can be used to get the system ready for you to improve the product mode so there are easy and efficient ways for
people to use. In the design design computer analysis of what specific needs are needed to meet the needs. Information to
identify to provide. Create any document or report that contains the product or other forms of information systems.

One or the whole system output the following targets and more.
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Transfer information from past activities, current status or estimates
The future.

Reference key events, opportunities, issues, or warnings.

Trick suit.

Confirmation process.
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CONCLUSION

In this paper, we explore the malware as well as the large scale distribution network problem. The Internet Security Guards
Wanted yet have no solid answer to this issue to address the community network strongly. The previous modeling
techniques were different, for example, the upper-class networks laying the bottom of a particular network host, focusing
on areas in a large network, networks, and so on. It is one layer and B modeling malware available that improves accuracy
compared to the two layers model. Additionally, the proposed two layer model delivers malicious software distribution in
terms of lower layer network.

With respect to future work, we will continue to investigate dynamics in the first stage. If it is more information on the
Forum that can examine the equivalent length of the distant lengths the law is expected to rule such results. Secondly, the
defenders about your network are, for example, interest, internet service providers, which may not be holding some of the
malicious programs distributed to the two layers of design. We need to find the appropriate issue with this model. Finally,
we are interested to read a large scale network, distribution of malware, and we focus on the malware in this paper. We
believe that there is a common linear relationship in terms of comparison of one of the most deadly malware.

SUMMARY AND FUTURE WORK

In regards to future work, we will first further investigate the dynamics of the late stage. More details of the findings are
expected to be further studied, such as the length of the exponential tail of a power law distribution at the late stage.
Second, defenders may care more about their own network, e.g., the distribution of a given malware at their ISP domains,
where the conditions for the two layer model may not hold. We need to seek appropriate models to address this problem.
Finally, we are interested in studying the distribution of multiple malware on large-scale networks as we only focus on one
malware in this paper. We believe it Is not a simple linear relationship in the multiple malware case compared to the single
malware one.
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