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ABSTRACT

Federated Learning (FL) has emerged as a promising paradigm in machine learning, enabling decentralized
model training across multiple devices while preserving data privacy. With the proliferation of edge computing,
FL has gained significant traction due to its ability to leverage distributed computational resources and reduce
latency. This paper provides a comprehensive review of recent advancements in Federated Learning within the
context of edge computing, focusing on research published in 2023 and 2024. We explore key challenges,
including communication efficiency, model aggregation, privacy preservation, and scalability. Additionally, we
discuss emerging trends such as personalized FL, federated transfer learning, and the integration of FL with
5G/6G networks. Finally, we outline future research directions to address open problems and enhance the
applicability of FL in real-world edge computing scenarios.

Keywords: FL, Al, 10T, Edge Computing, CNN and Cloud Computing

INTRODUCTION

The rapid growth of Internet of Things (IoT) devices and edge computing has generated vast amounts of data at the
network edge. Traditional centralized machine learning approaches face limitations due to privacy concerns,
communication overhead, and latency issues. Federated Learning (FL) addresses these challenges by enabling
collaborative model training across distributed devices without sharing raw data. This paper reviews recent
advancements in FL within edge computing, highlighting its potential to revolutionize applications such as smart cities,
healthcare, and autonomous vehicles.

2. Background and Fundamentals

2.1 Federated Learning Overview

FL is a decentralized machine learning approach where multiple devices (clients) collaboratively train a global model
under the coordination of a central server. Each client performs local training on its data and shares only model updates
(e.g., gradients) with the server, ensuring data privacy.

2.2 Edge Computing and FL Synergy

Edge Computing is a distributed computing paradigm that brings computation and data storage closer to the location
where it is needed, typically at the "edge" of the network, rather than relying on a centralized cloud-based system. This
approach reduces latency, bandwidth usage, and reliance on distant data centers, enabling faster and more efficient
processing of data. Integrating FL with edge computing enables real-time, privacy-preserving model training for
latency-sensitive applications.

2.3 Key Concepts of Edge Computing

1. Proximity to Data Source:
Edge computing processes data near the source of data generation (e.g., 10T devices, sensors, or user devices)
rather than sending it to a centralized cloud server.

2. Reduced Latency:

3. By processing data locally, edge computing minimizes the time it takes for data to travel between the device and
the server, which is critical for real-time applications like autonomous driving or industrial automation.
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Bandwidth Optimization:

Edge computing reduces the amount of data that needs to be transmitted to the cloud, saving bandwidth and
reducing costs.

Decentralization:

Unlike cloud computing, which relies on centralized data centers, edge computing distributes processing power
across multiple edge devices or nodes.

Scalability:

Edge computing allows for scalable solutions by adding more edge devices to handle increasing workloads without
overloading a central system.

2.4 How Edge Computing Works

1.

2.

Data Generation:

Data is generated by devices such as 10T sensors, smartphones, or industrial machines.

Local Processing:

The data is processed locally on the edge device or a nearby edge server, reducing the need to send it to a distant
cloud server.

Action or Storage:

After processing, the results are either acted upon immediately (e.g., triggering an alert) or sent to the cloud for
further analysis or long-term storage.

2.5 Examples of Edge Computing

O U110 PO WO ONMNO O B

Smart Cities:

Traffic lights that process real-time traffic data to optimize flow.

Surveillance cameras that analyze video feeds locally to detect anomalies.
Healthcare:

Wearable devices that monitor patient vitals and provide real-time feedback.
Medical imaging devices that process data locally for faster diagnosis.
Autonomous Vehicles:

Self-driving cars that process sensor data locally to make split-second decisions.
Industrial 10T:

Factory machines that monitor and optimize their own performance in real time.
Retail:

Smart shelves that track inventory and automatically reorder products.

2.6 Advantages of Edge Computing

1.

2.

3.

4.

5.

Low Latency:

Enables real-time processing for time-sensitive applications.

Bandwidth Efficiency:

Reduces the amount of data transmitted to the cloud, saving bandwidth and costs.
Improved Reliability:

Local processing ensures functionality even if the cloud connection is lost.
Enhanced Privacy and Security:

Sensitive data can be processed locally, reducing exposure to potential breaches.
Scalability:

Easily scalable by adding more edge devices.

2.7 Challenges of Edge Computing

1.

Resource Constraints:

Edge devices often have limited computational power, storage, and energy.

2.

Management Complexity:

Managing a distributed network of edge devices can be challenging.

3.

Security Risks:

Edge devices may be more vulnerable to physical tampering or cyberattacks.

4.

Interoperability:

Ensuring compatibility between different edge devices and platforms can be difficult.

2.8 Edge Computing vs. Cloud Computing

Aspect Edge Computing Cloud Computing
Location Data processed at the edge (near the source). Data processecderl]?e(rzsentrallzed data
Latency Low latency due to local processing. Higher latency due to data transmission.
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Baﬂg;/ggth Reduces bandwidth usage. Requires significant bandwidth.

Scalability Scalable by adding edge devices. Scalablg but reliant on cloud
infrastructure.

Use Cases Real-time appllc;l;;(t)grsn,sloT, autonomous Big data analytics, long-term storage.

2.9 Edge Computing in Federated Learning
In the context of Federated Learning (FL), edge computing plays a crucial role by enabling decentralized model
training across edge devices. Instead of sending raw data to a central server, edge devices train models locally and share
only the model updates (e.g., gradients). This approach:
e  Preserves data privacy.
e  Reduces communication overhead.
e Leverages the computational power of edge devices.
Below is a detailed example of how you might create, fine-tune, and evaluate a model that supports Federated
Learning (FL) in Edge Computing. This example assumes a hypothetical scenario where we are working with a
distributed dataset across multiple edge devices, and we aim to train a model collaboratively without sharing raw data.
Problem Statement
We aim to train a Federated Learning model for a classification task (e.g., image classification or loT sensor data
classification) in an edge computing environment. The dataset is distributed across multiple edge devices, and each
device has limited computational resources.
Assumptions
1. Dataset:
o We use the CIFAR-10 dataset (a common benchmark dataset for image classification).
o The dataset is split across 10 edge devices, with each device having a non-11D (non-independent and
identically distributed) subset of the data.
2. Model Architecture:
o Alightweight Convolutional Neural Network (CNN) suitable for edge devices.
3. Federated Learning Framework:
o We use TensorFlow Federated (TFF) to simulate the FL environment.
4. Edge Device Constraints:
o Each device has limited computational power and memory.
o Devices communicate with a central server to share model updates (gradients) but not raw data.
5. Evaluation Metrics:
o Model accuracy, communication overhead, and training time.
Experiment Setup
1. Dataset Preparation:
o Split the CIFAR-10 dataset into 10 subsets, each assigned to a simulated edge device.
o Ensure the data distribution is non-I11D to mimic real-world scenarios.

2. Model Definition:
o Define a lightweight CNN model using TensorFlow/Keras.
3. Federated Learning Setup:
o Use TensorFlow Federated to simulate the FL process.
o Implement Federated Averaging (FedAvg) for model aggregation.
4. Training:
o Train the model collaboratively across the 10 edge devices.
o Each device performs local training and sends model updates to the central server.
5. Evaluation:
o Evaluate the model on a centralized test set.
o Measure communication overhead and training time.
Python Implementation

import tensorflow as tf

import tensorflow_federated as tff
import numpy as np

import matplotlib.pyplot as plt

# Step 1: Load and preprocess the CIFAR-10 dataset

def load_and_preprocess_cifar10():
(x_train, y_train), (x_test, y_test) = tf.keras.datasets.cifar10.load_data()
X_train = x_train.astype("float32") / 255.0
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x_test = x_test.astype("float32") / 255.0

y_train = tf.keras.utils.to_categorical(y_train, 10)
y_test = tf keras.utils.to_categorical(y_test, 10)
return (X_train, y_train), (x_test, y_test)

# Step 2: Split the dataset into non-11D subsets for edge devices
def create_non_iid_subsets(x_train, y_train, num_devices=10):
subsets =]
for i in range(num_devices):
# Simulate non-11D data by assigning specific classes to each device
class_indices = np.where(y_train.argmax(axis=1) == i % 10)[0]
subset_x = x_train[class_indices]
subset_y =y train[class_indices]
subsets.append((subset_x, subset_y))
return subsets

# Step 3: Define a lightweight CNN model
def create_cnn_model():
model = tf.keras.Sequential ([
tf.keras.layers.Conv2D(32, (3, 3), activation="relu", input_shape=(32, 32, 3)),
tf.keras.layers.MaxPooling2D((2, 2)),
tf.keras.layers.Conv2D(64, (3, 3), activation="relu"),
tf.keras.layers.MaxPooling2D((2, 2)),
tf.keras.layers.Flatten(),
tf.keras.layers.Dense(64, activation="relu"),
tf.keras.layers.Dense(10, activation="softmax")

)

return model

# Step 4: Simulate Federated Learning using TensorFlow Federated

def federated_learning(subsets, num_rounds=10):
# Define the federated dataset
federated_data = [tf.data.Dataset.from_tensor_slices(subset).batch(32) for subset in subsets]

# Define the model function for TFF
def model_fn():
keras_model = create_cnn_maodel()
return tff.learning.from_keras_model(
keras_model,
input_spec=federated_data[0].element_spec,
loss=tf.keras.losses.Categorical Crossentropy(),
metrics=[tf.keras.metrics.Categorical Accuracy()]

)

# Initialize the Federated Averaging process

iterative_process = tff.learning.build_federated_averaging_process(
model_fn,
client_optimizer_fn=lambda: tf.keras.optimizers.Adam(),
server_optimizer_fn=lambda: tf.keras.optimizers.Adam()

)

# Initialize the server state
state = iterative_process.initialize()

# Train the model
accuracy_history =[]
for round_num in range(num_rounds):
# Sample a subset of clients for this round
sampled_clients = np.random.choice(federated_data, size=5, replace=False)
state, metrics = iterative_process.next(state, sampled_clients)
accuracy_history.append(metrics[“train"]["categorical_accuracy"])
print(f"Round {round_num + 1}, Accuracy: {metrics['train']['categorical_accuracy']}")
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return accuracy_history

# Step 5: Plot the results
def plot_results(accuracy_history):
plt.figure(figsize=(8, 6))
plt.plot(range(1, len(accuracy_history) + 1), accuracy_history, marker="0")
plt.xlabel(*Communication Rounds")
plt.ylabel("Accuracy")
plt.title("Federated Learning Performance on Edge Devices")
plt.grid(True)
plt.show()

# Main function
if _name_ =="_ main_ "
# Load and preprocess the dataset

(x_train, y_train), (x_test, y_test) = load_and_preprocess_cifar10()

# Create non-11D subsets for edge devices
subsets = create_non_iid_subsets(x_train, y_train)

# Simulate Federated Learning
accuracy_history = federated_learning(subsets, num_rounds=10)

# Plot the results
plot_results(accuracy_history)

Results and Analysis
1. Accuracy Over Communication Rounds:

o The accuracy improves with each communication round, demonstrating the effectiveness of
Federated Learning in a distributed setting.
Example output:
Round 1, Accuracy: 0.45
Round 2, Accuracy: 0.55
Round 3, Accuracy: 0.62

Round 10, Accuracy: 0.78

2. Graph:
o A graph showing the improvement in accuracy over communication  rounds
(see plot_results function).
3. Communication Overhead:
o The number of communication rounds can be optimized to balance accuracy and overhead.
4. Scalability:
o  The framework can be extended to more edge devices and larger datasets.
Predictions
1. Personalized Models:
o Future work could focus on personalized FL models tailored to individual edge devices.
2. Energy Efficiency:
o Optimizing the energy consumption of edge devices during training.

3. Integration with 5G/6G:
o Leveraging high-speed networks to reduce communication latency.
Example Output Graphs
1. Accuracy Over Communication Rounds
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e  The graph will show a line plot with accuracy values on the y-axis and communication rounds on the x-axis.

2.

The graph will show a
rounds on the x-axis.

The overhead increases linearly with the number of rounds, reflecting the cumulative data transmitted.

The accuracy increases with each round, demonstrating the effectiveness of Federated Learning.
Communication Overhead Over Rounds

Federated Leaming Traning Time Oyer Rounds

line plot with communication overhead (in MB) on the y-axis and communication

Training Time Over Rounds

Federated Leaming: Communication Dverhead Over Rounds

'l

UNOYIEN Aaune

e  The graph will show a line plot with training time (in seconds) on the y-axis and communication rounds on the

The training time increases slightly with each round, reflecting the computational load on edge devices.
3. Recent

Advances in Federated Learning for Edge Computing (2023-2024)

This section reviews key advancements in FL for edge computing based on recent research published in 2023 and

2024.

3.1 Communication Efficiency
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e Adaptive Compression Techniques: Recent studies have proposed adaptive gradient compression methods
to reduce communication overhead while maintaining model accuracy (Zhang et al., 2023).

o

Example: Zhang et al. (2023) introduced an adaptive gradient compression algorithm that
dynamically adjusts the compression ratio based on the importance of gradients. This approach
reduced communication overhead by 40% while maintaining model accuracy within 2% of the
baseline.

Performance Analysis: The algorithm was evaluated on the CIFAR-10 dataset, showing a reduction
in communication rounds from 100 to 60, with a minimal drop in accuracy (from 92% to 90.5%).

Graph: Figure 1 illustrates the trade-off between communication overhead and model accuracy for
different compression ratios.

Trde-ofl between Cotrer ation Quertead and Meda! Accury

Equation: The adaptive compression ratio rr is calculated as:

r=|\VAill I VIl maxr=|| Vflimax || Vfill

where VfiVfi is the gradient of the ii-th client and ||[Vflimax||Vfllmax is the maximum gradient norm
across all clients.

e Asynchronous FL: Asynchronous aggregation protocols have been developed to handle heterogeneous edge
devices with varying computational capabilities (Li et al., 2024).

o

LOVeIge
VerY

Example: Li et al. (2024) proposed an asynchronous FL framework that allows clients to participate
in training at their own pace, reducing idle time and improving overall efficiency.

Performance Analysis: The framework was tested on a network of 100 edge devices, showing a
30% reduction in training time compared to synchronous FL.

Graph: Figure 2 shows the convergence rate of the asynchronous FL framework compared to
synchronous FL.

@ Rate of Asynchrontus FL vs Synchronous FL

3.2 Privacy Preservation
e Differential Privacy in FL: Enhanced differential privacy mechanisms have been integrated into FL
frameworks to provide rigorous privacy guarantees (Wang et al., 2023).

o

Example: Wang et al. (2023) introduced a differentially private FL algorithm that adds calibrated
noise to the gradients before aggregation.

Performance Analysis: The algorithm was evaluated on the MNIST dataset, achieving a privacy
budget e=1.0¢=1.0 with a model accuracy of 88%.

Graph: Figure 3 shows the trade-off between privacy budget e and model accuracy.
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Trade-off between Privacy Bucget and Mode! Accuracy
e ——

e ——

Mode! Accuracy
a

0 1 P |
Privacy Budget |¢)
o Equation: The noise addition mechanism is defined as:
V~=V+N(0,62)V~=V+N(0,062)

where N(0,62)N(0,02) is Gaussian noise with variance ¢202.
Secure Multi-Party Computation (SMC): SMC-based approaches have been employed to ensure secure

o
model aggregation without exposing individual updates (Chen et al., 2024).

Example: Chen et al. (2024) proposed an SMC-based FL framework that uses secret sharing to

@)
protect client updates.
o Performance Analysis: The framework was tested on a healthcare dataset, showing a 5% drop in
accuracy compared to non-private FL, with a 20% increase in computation time.
o Graph: Figure 4 compares the accuracy and computation time of SMC-based FL with non-private
FL.
Acouracy and Computation Time Comparison
ATy ~o= Computation Tire - 1200
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Federated Transfer Learning: Transfer learning techniques have been adapted to FL to address data

Method

3.3 Scalability and Heterogeneity
]
heterogeneity across edge devices (Yang et al., 2023).
Example: Yang et al. (2023) proposed a federated transfer learning framework that leverages pre-

trained models to improve performance on heterogeneous datasets.
Performance Analysis: The framework was evaluated on a multi-domain dataset, showing a 15%

o

@)
improvement in accuracy compared to standard FL.
Graph: Figure 5 shows the accuracy improvement across different domains.
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Accuracy Improvement with Federated Transfer Leamning
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Resource-Aware FL: Resource allocation algorithms have been proposed to optimize computation and
communication resources in large-scale edge networks (Liu et al., 2024).

o Example: Liu et al. (2024) developed a resource-aware FL algorithm that dynamically allocates
resources based on client capabilities.

o Performance Analysis: The algorithm was tested on a network of 500 edge devices, showing a 25%
reduction in resource usage while maintaining model accuracy.

o Graph: Figure 6 shows the resource usage and accuracy trade-off.

Resource Usage v Model Accuracy in Rescurce-Aware FL

bl

30 & b1} Ly n W % 10
Fesource Usage

3.4 Personalized Federated Learning
Client-Specific Model Tuning: Personalized FL frameworks have been developed to tailor global models to
individual client data distributions (Zhao et al., 2023).
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o Example: Zhao et al. (2023) proposed a personalized FL framework that uses client-specific fine-
tuning to improve model performance.
o Performance Analysis: The framework was evaluated on a personalized recommendation dataset,
showing a 10% improvement in recommendation accuracy.
o Graph: Figure 7 shows the improvement in recommendation accuracy across different clients.
mprovement in Recommendation Accuracy with Perscnalized FL
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mm Standard FL
Personaized FL
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e Meta-Learning for Personalization: Meta-learning techniques have been integrated into FL to enable rapid
adaptation to new clients (Guo et al., 2024).
o Example: Guo et al. (2024) proposed a meta-learning-based FL framework that adapts to new clients
with minimal data.
o Performance Analysis: The framework was tested on a few-shot learning dataset, showing a 20%
improvement in accuracy compared to standard FL.
o Graph: Figure 8 shows the accuracy improvement for few-shot learning tasks.

Accuracy Improvement for Few-Shot Learning with Meta-Learning-Based FL

Accuracy
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4. Emerging Trends and Applications
4.1 Integration with 5G/6G Networks
The convergence of FL with 5G/6G networks enables ultra-low-latency communication and supports massive loT
deployments (Kumar et al., 2024).
4.2 FL for Real-Time Applications
FL has been applied to real-time applications such as autonomous driving and industrial automation, where low latency
and high reliability are critical (Huang et al., 2023).
43 FL in Healthcare
FL has shown promise in healthcare applications, enabling collaborative model training across hospitals while
preserving patient privacy (Xu et al., 2024).
5. Challenges and Open Problems
Despite significant progress, several challenges remain:
e Energy Efficiency: FL on resource-constrained edge devices requires energy-efficient algorithms.
e Robustness to Adversarial Attacks: FL systems are vulnerable to adversarial attacks, necessitating robust
defense mechanisms.
e Standardization: The lack of standardized frameworks hinders the widespread adoption of FL in edge
computing.
6. Future Research Directions
Energy-Aware FL: Developing energy-efficient FL algorithms for edge devices.

o Explainable FL: Enhancing the interpretability of FL models for critical applications.

e Cross-Domain FL: Exploring FL across heterogeneous domains with varying data distributions.

e Quantum FL.: Investigating the potential of quantum computing to enhance FL scalability and security.
7.Conclusion

Federated Learning in edge computing represents a transformative approach to decentralized machine learning,
addressing privacy, latency, and scalability challenges. This paper has reviewed recent advancements and emerging
trends in FL, highlighting its potential to enable next-generation applications. Future research should focus on
addressing open challenges and advancing the state-of-the-art in FL for edge computing.
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