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Abstract: Advances in micro-sensor and radio technology enables small but smart sensors to be deployed for a 

wide range of environmental monitoring applications. These sensor nodes are prone to failure due to energy 

depletion and their deployment in an uncontrolled or even hostile environment. It is thus desirable to detect and 

locate faulty sensor nodes to ensure the quality of service (QOS) of sensor networks. Here an improved DFD 

scheme is proposed to detect intermittently faulty sensor nodes and to stringent power budget. This paper 

proposes a highly efficientfault management system in wireless sensor network (WSN) which provides a shortest 

path between sender to receiver even in presence of faults. In this, fault handling scheme and fault recovery 

scheme is proposed. In fault handling scheme, if fault is present in the path, it may retrace the path to transfer 

complete data to destination. In fault recovery scheme, it recovers the faults on the basis of energy and 

completes the path to destination. Simulation results show that the better energy consumption is achieved by the 

proposed scheme when compared to the conventional techniques.Packet delivery Ratio of 100% and about 95% 

is obtained for Fault Handling and fault recovery Scheme respectively with an energy consumption rate of about 

95%. 

 

Keywords: Wireless sensor network (WSN), Quality of service (QoS), Distributed fault detection (DFD). 

 

 

 

I.  INTRODUCTION 

 

Wireless Sensor Network is an unique variety of Ad hoc networks that turn out to be attractive field for 

researchers.WSN is a term used to introduce a class of embedded communication devices that provide reliable wireless 

connections between sensors, processors and actuators.Wireless Sensor Networks (WSNs) are defined as dynamic, self-

deployed, highly constrained structured network. It`s high computational environment with limited and controlled 

transmission range, processing, as well as limited energy sources. The severe power constraints strongly affect the 
existence of active nodes and hence the network lifetime. In order to prolong the network life time we have to 

overcome the scarcity in energy resources and preserve the processing of the sensor nodes as long as possible. 

 

 
 

Fig. 1: Wireless Sensor Network [1] 

 

The sensing electronics measure ambient circumstances related to the environment surrounding the sensor and convert 

them into an electric signal. Processing such a signal reveals some properties about objects situated and/or events 

happening in the vicinity of the sensor. A large number of these disposable sensors can be networked in several 

applications that require unattended operations.[1] 
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A wireless sensor node, also called “mote”, consist of five subsystems. 

 

 
Fig. 2:  Wireless Sensor System [1] 

 

 Sensor Subsystem - an interface to the physical world designed to sense the environmental parameters like pressure 

and temperature. It includes both External and internal Sensors. 

 Processing Subsystem – It is to control different modes of operation for processing of data 

 Memory Subsystem - Storage for programming data. 

 Communication Subsystem– A device like antenna for sending and receiving data over a wireless channel. 

 Power Subsystem- Supply of energy for smooth operation of a node like battery.     

 

 

II. WSN CHARACTERISTICS, DESIGN OBJECTIVES & CHALLENGES 

 

(A) Characteristics: 

 

 Dense self-deployment: Large numberof sensors are scattered and randomly deployed in the network. Sensors 

are configured autonomously as each sensor independently manages its self-communicationin the network. 

 Limited processing and storage: Sensor nodes are small battery powered autonomousphysical devices that 

highly limited in, computational capabilities and storage capacity. 

 Limited energy resources:Sensor nodes are battery powered devices, it is usually hard to change orrecharge 

these batteries. 

 Sensor heterogeneity: Unreliable and inconsistent sensor nodes will prone due to physical damages orfailures 

while harsh deployment. 

 Data redundancy: Data can be sent differently by more than one node to central node due to the need of 

collaboration and communication of sensor nodes as well as the physicalnature of the sensor nodes. 

 Application centric: As it is always hard to change or modify in the WSN, the network is usually designed and 

deployed for a specific application. 

 .Broadcast communication: Sensors in WSN usually depend on exchanging sensed databetween multiple 
sensor nodes and particular sink node using different flooding routingtechniques. 

 Topological inconstancy: Due to power scarcity in sensor nodes as well as the harshenvironment, Network 

topology will usually suffer frequent changes such as connectionfailures, node death, energy consumption or 

channel fading. 

 Limited transmission range: The limited physical characteristic of sensor nodes areusually limited strictly the 

network capabilities and affect the coverage range andcommunication quality. [3] 
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(B) Design objectives: 

 

 Network size, cost, resources: Size of WSN mainly affects the required nodes number, cost, routing techniques 

and connection technology. This also will directly affect the network scalability and feasibility. 

 Network topology: One of the main aspects in the WSN design that affects network capacity, complexity, 
delay and routing. The size of the network and the area of interest determine the network topology. 

 Power consumption: The physical nature of the sensor nodes constrained it with very limited energy resources. 

Therefore, to preserve network life the development of an efficient power management approaches and routing 

protocols is needed that manage and control the consumption of sensors energy. 

 Coverage range: In order to preserve the network consumed energy and to increase its productivity and 

reliability, network coverage range should be selectively determined. 

 Quality of service: The area of WSN application restrains the provided quality of service in WSN. For real 

time applications, sensed data should be delivered as soon as it is sensed. Reliability and usability usually 

depend on QoS. 

 Simplicity: The heterogeneous and autonomous nature of sensors in WSN as well as the complex topological 

nature requires simple and convenient communication, processing and power consumption models in order to 
ease and increase the efficient utilization of the network. 

 Fault tolerance: The ability to preserve the network performance and functionality even after individual node 

failure or congestion in some of parts of the network. The adaptability of WSN can be achieved by using 

efficient routing protocols, power management approaches and communication establishments. [3] 

 

(C) Challenges: 

 

 Hardware constraint: WSNs depend on battery based power devices. The less energy consumption devices in 

WSN are the most efficient and lasting WSN. The size, capacity, processing, cost and the amount of the 

sensors should be taken in consideration while we develop WSNs. 

 Power consumption: Due to the limitation of power resources and high energy consumption, researchers 
consider power conservation and power management approaches which prolong the WSN lifetime. 

 Deployment: WSN is a randomly deployed network consists of small autonomously distributed sensors. The 

importance of application and the deployment cost controls the class of WSN deployment. 

 Scalability: WSNs should be able to support variety of routing protocols, huge nodes number and wide area of 

application as well as the frequent increases of network expansion.  

 Flexibility: Some sort of flexibility should be considered such as different network deployment schemes and 

topologies, routing protocols, power management methods and so on. 

 Reliability: A WSN should be able to adapt and manage the corruption of the network in case of node failure. 

Some fault tolerance techniques ensure reliability in WSNs. 

 Connectivity: Maintain connectivity among all sensor nodes through the network lifetime is a very challenging 

issue. Some sleep modes can be practiced by some nodes in order to reduce the rate of harvested energy. 

 Lifetime: The main emphasis is to prolong the network lifetime. Sensor nodes are finite life time devices so 

some adapting mechanisms such as power management techniques and adaptive routing protocols are used to 

overcome the limited resources efficiently and to ensure the maximum network lifetime. [5] 

 

III. ROUTING PROTOCOLS 

 

Routing in WSN differs from conventional routing. There is no infrastructure, wireless links are unreliable, sensor 

nodes may fail,and routing protocols have to meet strict energy saving requirements. Many routing algorithms were 

developed for wireless networks. All major routing protocols classified into seven main categories shown below: 

 

 
 

Fig. 3: Classification of Routing Protocols. [4] 
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(A) Location Based Protocols: The location based routing protocol uses location information to guide routing discovery 

and maintenance as well as data forwarding, enabling directional transmission of the information and avoiding 

information flooding in the entire network. Location information is needed in order to calculate the distance between 

two particular nodes so that energy consumption can be estimated. For Eg: GeRaF, BVGF, MECN, SMECN, GAF, 

GEAR, Span & TBF.  

 

 
 

Fig.3.1: Classification of Location based protocols. [4] 

 

(B) Data–Centric Protocols: Data centric protocol different from traditional address centric protocols in the data they 

carry. While in ad hoc networks individual data items are important, in sensor networks it is the aggregate data carried 

in the data rather than the actual data. In data centric routing, the end nodes, the sensors themselves, are less important 

than data itself. The sink sends queries to certain regions and waits for data from the sensors located in a selected 

region. Data centric protocols are classified in to nine categories of routing protocols are as follows: SPIN, DD, RR, 

MCFA, GBR, IDSQ, CADR, COUGAR, ACQUIRE, EAR [6]. 

 

(C) Hierarchical Protocols: Clustering is an energy efficient communication protocol that can be used by the sensors to 
report their sensed data to the sink. Hierarchical routing is to efficiently maintain the energy consumption of network. 

This provides inherent optimization capabilities at the cluster heads. A network is composed of several clusters[4]. 

Each cluster is managed by a special node, called cluster head, which is responsible for coordinating the data 

transmission activities of all sensors in its cluster. Representative Protocols of hierarchical routing are as follows: 

PEGASIS, HEED, TEEN, APTEEN, LEACH. 

 

 
 

Fig. 3.2: Hierarchical Clustering. [6] 

 

IV.   PROPOSED DISTRIBUTED FAULT RECOVERY SCHEME 

 

The purpose of this research is to model a fault recovery mechanism in wireless sensor networks. The network is 

comprised of a distribution of wireless sensor nodes communicating with a central node serving to collect data from the 

network. The network suffers from exhaustion of power in node clusters closest to the central node resulting in 

accelerated loss of function, or network failure. A recovery mechanism is proposed to address this and enhance the 
communications efficiency of the network. The described network suffers from an intrinsic failure mechanism, or fault, 

resulting from the topology, routing protocol, and finite energy storage in the cluster nodes. [2] 

 

In this approach it deployed sensor nodes which may vary from a few hundreds to thousands. More the number of 

nodes deployed, more will be the accuracy. To address the described fault and increase network efficiency, a protocol is 
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proposed to provide access to nodes. The proposed protocol augments the training algorithm to enable a recovery 

mechanism that utilizes the nodes to regain connectivity with outer nodes. The proposed recovery mechanism is 

expected to improve the network performance over the original protocol. Recovery offers the opportunity to re-

establish communications with clusters in a failed wedge and extend the useful life of outer clusters in those wedges. 

This continued use of the outer clusters for task processing yields greater network efficiency. 

 
 

 
 
Fig. 4: Proposed System Model. [3] 

 

(A) Proposed Mechanism: 
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V.  SIMULATION RESULTS 

 

Following are the simulation results for the scenario of 120 nodes in an area: 

 

 
 

Fig. 5.1: Ideal Placement of the Sensor Nodes.             Fig. 5.2:Faults Detected in the Scenario based on energy. 

 

   
 

Fig. 5.3: Communication from Each Node.                        Fig. 5.4: 1
st
 Case of Proposed Routing. 

 

   
 

Fig. 5.5: Scenario with fault Handling Scheme.      Fig. 5.6: Scenario with fault Recovery Scheme. 
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 Computation of Performance Parameters: 

 

(A) Energy Distribution: 

 

 
 

Fig. 5.7: For 1
st
 Sender  in fault Recovery Scheme. 

 

 
 

Fig. 5.8: For 2
nd

 Sender in fault Recovery Scheme. 

 

 

 
 

Fig. 5.9: For 3
rd

 in fault Recovery Scheme. 

 

 
 

Fig. 5.10: Energy Variation with Nodes in 1
st
 case. 

 

 
 

Fig. 5.11: Energy Variation with Nodes in 2
nd

case. 

 

 
 

Fig. 5.12: Energy Variation with Nodes in 2
nd

case. 
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(B) Blocking Probability: 

 

 
 

Fig. 5.13:  Blocking Probability for 120 Nodes. 

 

(C) Delay Comparison: 

 

 
 

Fig. 5.14: Delay Analysis in 1
st
 Scenario. 

 

 
 

Fig. 5.15: Delay Analysis in 2
nd

 Scenario. 

 

 
 

Fig. 5.16: Delay Analysis in 3
rd

  Scenario. 
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(D) Packet Delivery Ratio: 

 

 
 

Fig. 5.17: Packet delivery Ratio for Fault Recovery 

Scheme. 
 

 
 

Fig. 5.18: Packet delivery Ratio for Fault Handling 

Scheme. 

 

VI.  CONCLUSION 

 

In this work, it proposes a fault tolerant routing in wireless sensor networks. It includes Distributed Fault Detection 

algorithm to determine the faulty nodes. It covers shortest path mechanism to transfer data from sender to receiver. It 

provides a path hoping mechanism for comparison of the results. It assumes the case of power failure as there is to 

recovery techniques in that area. Therefore it has to change the direction of information when transmitted from a 

Sender Node to the Receiver Node. The deployment of Thousand Numbers of Sensor Nodes in Area needs energy 

performance and better Packet Delivery from the Sender to the Receiver.  

 

The new approach will provide a methodology for the Retracing of Path having good Packets with an Energy 

Efficiency and Accuracy. This assessment becomes the power performance booster among the previous workout as it 
automatically determines the shortest path after path hopping is traced. A self-Management approach links the sensor 

nodes from the source to the destination with in a shortest path and shows distributed accuracy. The results show that 

proposed path transfers packets completely without any loss as compared to path hoping mechanisms. As number of 

nodes increases in network, its complexity increases and it affects the computation time. Increase in nodes also 

increases delay in network. It also calculates the blocking probability which depends upon energy consumed in path. In 

this, fault handling scheme and fault recovery scheme is proposed. In fault handling scheme, if fault is present in the 

path, it may retrace the path to transfer complete data to destination. In fault recovery scheme, it recovers the faults on 

the basis of energy and completes the path to destination. 
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