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Abstract: Instrumentation and control I&C systems play an important role in ensuring the safety of NPPs by 

providing functions such as monitoring, control, protection, and mitigation. The I&C systems have an important 

role in protecting systems, structures and components from threats that could occur as a result of certain failure 

situations. A state-of-the-art digital instrumentation and control system using microprocessor technology provides 

replacement of older, existing instrumentation and control systems that contain obsolete components. Digital I&C 

systems are characterized by their increased flexibility, higher availability, and lower cost. But, on the other hand 

digital I&C systems may be more vulnerable to common cause failure CCF since they include software and 

hardware components whose failure may affect multiple functions. It is well known that CCF is a major drawback, 

which weakens reliability and consequently threatens safety of digital I&C systems. The reliability of digital system 

and its associated subsystem depends on the reliability of processing software and hardware. This paper proposes 

extending the levels of defense-in-depth and diversity to a new level, this level is the logic processing to defense CCF 

of digital components. Based on the extended defense-in-depth and diversity, redundancy, and independence a new 

more reliable I&C architecture is proposed. 
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1. Introduction 

 

While digital instrumentation and control systems are software based systems, Software defects may remain hidden for 

long periods after a product has been in general use, and failures may occur without any advance warning when a particular 
execution path is exercised. Such latent software faults may be triggered from data which depend on transients of the plant 

process [1]. About 40% of the world’s operating reactors have been modernized to include at least some digital I&C 

systems. Most new plants also include digital I&C systems [2]. Typically, modernization of a digital I&C system is not 

limited to simply implementing the functionalities of the original analog system by digital means. Digital systems provide 

many additional features and functionalities, which should be considered for improving system reliability, availability, and 

overall system safety [3]. Digital computer systems are used in I&C systems important to safety to perform functions of 

protection, data acquisition, computation, control monitoring and display [4]. If properly designed, they can offer the 

advantages of improved reliability, accuracy and functionality in comparison with analog systems. The computer system 

may take many forms, ranging from a large processor supporting many functions to a highly distributed network of small 

processors devoted to specific applications [5]. Computer systems may be used to advantage in detecting and monitoring 

faults internal and external to plant systems and equipment important to safety. 
 

Also, digital I&C systems share data transmissions, functions, and process equipment to a greater degree than analog 

systems. I&C systems with the highest responsibility for nuclear safety will require the best quality and reliability. Safety 

systems are the most responsible for nuclear safety. The reliability requirement is the highest among other requirements 

such as availability and quality [2]. Three features of digital I&C systems are distinctive. First, a digital I&C system has 

more connections among its many components and is simply more complex than its analog predecessor. Second, the digital 

system is more dependent on software. Third, the overall dependence on computers raises the importance of cyber security 

[6]. High reliability and low frequency of maintenance shall be mandatory for all systems. This is the result of adequate 

system design by introducing redundancy, diversity and physical isolation, in addition to the use of highly reliable 

components for each functional unit. One of the most significant basic design principles through which safety is 

incorporated into the NPPs is defense-in-depth. This principle involves the provision of consecutive and independent 

barriers that protect against the identified threats. Defense-in-depth principle leads to the application of diversity, separation 
and redundancy in systems and components to provide protection from random failures. In digital I&C systems, the 

possibility that a CCF can undermine safety is one of the major issues discussed in the licensing process. A number of the 

defense-in-depth measures applied to the design of I&C systems to help in mitigating the effects of CCF [1]. 
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Fig.1,  I&C architecture for a Nuclear Power Plant [7] 

 

 

Fig. 1 is a simplified illustration of I&C systems for controlling the plant [7]. The left side of the figure is the plant control 

system, which is composed of digital computers, digital data networks, automatic calculations, and microprocessor-based 

sensors. The right side of the figure is the plant protection system, which is based on analog technology. The figure also 

illustrates the features of independence, redundancy, and diversity that are essential in the design of I&C systems. 
 

 

2. Common Cause Failure (CCF) 
 

Nuclear regulatory bodies have recognized CCFs as a critical weakness in redundant component implementations of 

nuclear control systems [8].CCF defined as the failure of a number of devices or components to perform their functions as a 

result of a single specific event or cause. Such failures may affect a number of different items important to safety 

simultaneously. This event or cause may be a design deficiency, a manufacturing deficiency, an operating or maintenance 

error, a natural phenomenon, a human induced event or an unintended cascading effect from any other operation or failure 

within the plant. CCF may also occur when a number of the same type of components fail at the same time. This may be 

due to reasons such as a change in ambient conditions, saturation of signals, repeated maintenance error or design 

deficiency. To minimize the effects of CCF, redundancy, diversity and independence, are used asfar as practicable in the 

design.As shown in Fig. 2, CCF can occur only when two factors are presented concurrently [9]: 

 

 
1- A latent systematic fault exists, and  

2- A corresponding triggering mechanism is activated by a signal trajectory.   
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Fig. 2. Conditions of Common Cause Failure in Digital Instrumentation and Control System 

 

2.1. Common Cause Failure Defense 

 

The use of microprocessors and computers is not new in nuclear power plants. Early applications were limited to 

programmable logic controllers and plant process monitoring computers. In the 1980s, digital technologies were integrated 
into control systems for various subsystems, starting with the auxiliary systems and then moving to primary systems. By the 

1990s, microprocessors were being used for data logging, control, and display of many non-safety-related functions [10]. 

To ensure reliability of safety systems based in digital I&C, diversity and defense-in-depth techniques are used in the 

design of digital I&C systems.  Diversity is proposed as a solution for CCF problem in redundant systems.  Defense-in-

depth is an important term connected with nuclear safety and recommend by the IAEA in the prevention and mitigation of 

unsafe conditions [11].There are three complementary ways to prevent CCF, all of which contribute to defense-in-depth. 

They are diversity, redundancy and independence. 

 

Diversity is usedto achieve the required levels of safety and reliability, the system should be designed based on multiple 

diverse components performing the same or similar functions [12]. For a particular function, two or more redundant 

systems or components with different attributes are included in the design. This could be achieved by using different 
components based on different designs and principles, from different vendors. Redundancy means that alternative systems 

and components performing the same function are included in the design, so that anyone can perform the required function 

if the others fail. 

 

To ensure that a safety system conforms to the single failure criterion and achieve the reliability goals, the principle of 

redundancy shall be applied. Redundancy means provision of alternative (identical or diverse) elements or systems so that 

anyone can perform the required function regardless of the state of operation or failure of any other. It is typical that a 

safety system consists of many independent channels, which provides the same function. If a single failure occurs, their 

effect is limited to one channel and the failure cannot penetrate to the others. But, it is necessary to point out the 

requirement of redundant channels' independence. On the one hand, redundancy increases the reliability of safety actions, 

but on the other hand, it increases the probability of a spurious operation. The coincidence of redundant equipment signals 

is therefore used to obtain a proper balance of reliability and freedom from spurious operation [13].  
 

Independence is intended to prevent the propagation of failures and CCFs due to common internal plant hazards.Digital 

instrumentation and control systems in nuclear power plants employ independent protection systems to detect system 

failures in order to isolate and shutdown failed subsystems [12]. Generally, the reliability of systems can be improved by 

maintaining the following features for independence in design [9]: 

 

 Independence among redundant system components; 
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 Independence between system components and the effects ofpostulated initiating events PIEs such that, for 

example, a PIE does not cause the failure or loss of a safety system or safety function that is necessary to 

mitigate the consequences of that event [6]; 

 Appropriate independence between or among systems or components of different safety classes; and 

 Independence between items important to safety and those not important to safety. For I&C independence is 

achieved by electrical isolation, physical separation and independence of communications between systems 
[13]. 

 

3. Diversity Attributes 

 
The principle of diversity can be used to cope with potential failures, e.g. certain CCFs or uncertainties in the design or 

design analysis. Diversity is a principle in instrumentation systems of sensing different parameters, using different 

technologies, using different logic or algorithms, or using different actuation means to provide several ways of detecting 

and responding to a significant event [14]. Diversity plays a very important role in case of computer-based instrumentation 

and controls systems. Because of uncertainties of hardware (e.g. hidden errors in microprocessors) and software (e.g. 

hidden errors in software development phase, in compilers, in linkers and libraries), there is a requirement to diverse these 

protection systems. As an example the safety system of the NPP Temelín [15] can be mentioned, where in this system there 

are two different protection systems, primary and secondary. The primary protection system is based on the Intel X86 

microprocessors and programming in the C language, while the diverse secondary protection system utilizes the Motorola 

68k microprocessors and the ADA programming language. Diversity principal is complementary to the principle of 

defense-in-depth and increases the chances that defenses at a particular level or depth will be actuated when it is needed. 
Defenses at different levels of depth may also be diverse from each other. There are six important types of diversity to 

consider, human diversity, design diversity, software diversity, functional diversity, signal diversity, and equipment 

diversity [16]: 

 

1- Human diversity, the effect of human beings on the design, development, installation, operation, and maintenance 

of safety systems is known to be extremely variable, and has been a factor in several serious accidents. 

2- Design diversity is the use of different approaches, including both software and hardware, to solve the same or 

similar problem.  

3- Software diversity is the use of different programs designed and implemented by different development groups 

with different key personnel to accomplish the same safety goal.  

4- Functional diversity, two systems are functionally diverse if they perform different physical functions though they 

may have overlapping safety effects. 
5- Signal diversity, is the use of different sensed parameters to initiate protective action, in which any of the 

parameters may independently indicate an abnormal condition, even if the other parameters fail to be sensed 

correctly. 

6- Equipment diversity is the use of different equipment to perform similar safety functions, in which "different" 

means sufficiently unlike as to significantly decrease vulnerability to common failure. 

 

4. I&C Defense-in-depth and diversity 

 

There are three levels of Defense-in-depth and diversity used innuclear power plants design. The first level is at the plant 

functional level, by the provision of more than one function to accomplish independently a defined safety function. The 

second level is at the I&C systems architecture level, by a structure of a number of independent systems that can perform 
redundant or diverse functions. The third level is at the system level, by structuring each system into a number of 

independent subsystems and channels that can perform redundant or diverse functions [17]. 

 

The levels or barriers of defense-in-depth principle to the arrangement of I&Cs are the control system, the reactor trip or 

scram system, the Engineered Safety Features actuation system (ESFAS), and the monitoring and indicator system. The 

levels may be considered to be concentrically arranged as shown in Fig.3 in that when the control system fails, the reactor 

trip system shuts down reactivity; when both the control system and the reactor trip system fail, the ESFAS continues to 

support the physical barriers to radiological release by cooling the fuel, thus allowing time for other measures to be taken 

by reactor operators to reduce reactivity [18]. All four levels depend upon sensors to determine when to perform their 

functions, and a serious safety concern is to ensure that no more than one echelon is disabled by a common sensor failure or 

its direct consequences [18, 19, 20]. 
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Fig.3   I&C defense-in-depth 

 

Proposed I&Cs Defense-in-Depth Diversity 

 

In this paper, we propose four levels for defense-in-depth and diversity for I&Cs. One level is added to the above-

mentioned three levels, plant functional level, I&Cs architecture level, and subsystems level as shown in Fig.4. The fourth 

level will be the level of processing which is based on software and hardware by providing redundancy and diversity in 

both components. Processing level represents the core level and the most important level compared to other higher level. It 

is similar to fuel cladding in the general defense-in-depth used in safety design basis in nuclear power plants. 

 
Fig. 4:  Proposed four level Defense-in-Depth Diversity in digital I&Cs 

 

More intention should be given to processing software development requirements in designing I&C systems to minimize 

software latent faults, which make the system vulnerable to CCF and cyber-attacks. The functional success of higher level 

of I&C systems essentially depends on the accuracy and quality of the underlying processing software and hardware. 

Consequently the reliability of digital I&C systems and its associated subsystem depends on the reliability of processing 
software and hardware. In digital I&C systems, processing software and hardware is an intermediate level between sensors, 

which provide plant status, and other levels of protection, monitoring, supervision, and actuation. The contribution of this 

paper is to enhancing reliability of digital I&Cs, by diversity beside redundancy, and separation means, which shall be 

provided at the processing level to fulfill the assigned safety functions successfully.  

 

4.1. Hardware diversity 
 

The diversity usage classification scheme involves three families of strategies [21,22]: (1) different technologies, (2) 

different approaches within the same technology, and (3) different architectures within the same technology. Using this 

convention, the first diversity usage family, designated Strategy A, is characterized by fundamentally diverse technologies. 

Strategy A at the system or platform level is illustrated by the example of analog and digital implementations. The second 

diversity usage family, designated Strategy B, is achieved through the use of distinctly different technologies. Strategy B 

can be described in terms of different digital technologies, such as the distinct approaches represented by general-purpose 

microprocessors and field-programmable gate arrays. The third diversity usage family, designated Strategy C, involves the 

use of variations within a technology. An example of Strategy C involves different digital architectures within the same 
technology, such as that provided by different microprocessors (e.g., Pentium and Power PC). The grouping of diversity 

criteria combinations according to Strategies A, B, and C establishes baseline diversity usage and facilitates a systematic 

organization of strategic approaches for coping with CCF vulnerabilities. Effectively, these baseline sets of diversity criteria 

constitute appropriate CCF mitigating strategies for digital safety systems.  
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4.2. Software diversity 
 

Many requirements are developed to reduce the possibility that assumed latent software faults that may triggered from data 

which depend on transients of the plant process [22]. The essential idea of diverse software is to develop dissimilar 

software versions by employing different processes such as different software engineering practices and procedure [23]. 

This leads to negative covariance between dissimilar versions failures i.e. achieving failure diversity with respect to design 
faults that induce failures. The following features of diversity can contribute to achieving the goal of failure independence 

of software-based systems and resolving software CCF: 

 

1- Software diversity features (e.g. functional diversity, different design specifications, and different functional 

implementation). 

2- Diversity at the system level (e.g. independent diverse actuation system, different basic technology, different types 

of computers, hardware modules and major design concepts, and different classes of computers). 

3- Diverse design approaches (e.g. algorithms, system data, hardware for inputs or interfaces, timing and 

sequencing). 

4- Different design and implementation methods (e.g. languages, compliers, support libraries, software tools, 

programming techniques, system and application software, software structures, and data). 

5- Diverse testing. 
6- Diverse management approaches (separation of design teams, forced diversity between design teams, restricted 

communication between teams, and different staff). 

 

5. Improving reliability of I&C systems 
 

Based on the consensus practices introduced in many international standards such as IEC61513, IEC 62340, and IEC60880, 

for coping with CCF vulnerability in digital I&C systems, we introduce enhanced and more reliable I&C architecture based 

on defense-in-depth and diversity, redundancy, and independence as shown in Fig. 5. In this architecture, there are two 

redundant and fully diverse reactor protection systems RPSs, primary RPS and secondary RPS which are based on 2 out-of 

4 redundant and diverse input channels. These two systems are designed according to the following requirements [24]: 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.5, Improved I&Cs Architecture (Adapted from [24]) 
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 The redundant RPSs design should be developed by a different team, using independently derived safety 

functional requirements; 

 The redundant  RPSs should be electrically and physically separated; 

 They  should use different input sensors measuring diverse operating parameters; 

 Their signals should pass via separate routes and be processed by diverse processing logic. 

 Their  final actuating devices should be from a different manufacturer; 

 Their means of shutdown should use different physical principles (e.g. boron injection vs. control rods). 

 

Engineered Safety Features Actuation System (ESFAS), this is the post-trip protection system, which actuates a variety of 

functions after a reactor shutdown. The system objectives will be successful post-trip reactor cooling, and ensuring 

containment integrity. Its functions may include (depending on the NPP design) start-up of essential diesel generators, 

timed sequencing of loading up the generator loads, post-trip feedwater supply to steam generators, reactor coolant pumps, 

containment systems, etc. The design requirements of ESFAS are: 

 

 The system shall be physically and electrically separated. 

 The system shall be based on redundant2 out-of 3 diverse input signals. 

 The system shall be based on diverse processing logic (software and hardware). 

 The system shall use diverse actuation devices   

 

The control system and human machine interface HMI is based on three redundant input channels and 2 out-of 3 processing 

logic. The HMI encompasses displays, alarms and manual controls also, indicating the status of post-trip cooling and 

containment systems. The design requirements for the control system are: 

 

 Control system shall be physically and electrically separated. 

 Control system shall be based on  redundant and diverse signals 

 According to the data processing of control system and HMI, diverse processing logic (software and hardware) 

shall be used. 

 
By taking into account the considerations of diverse logic processing of input signal beside other types of diversity, the 

whole system reliability will be enhanced. This claim is based on the fact that, diverse logic processing is complementary to 

signal diversity, which enables the achievement of other diversity attributes such as functional diversity. Signal diversity 

and functional diversity will augment the defense of CCF through diversification of execution profile, diverse platform, and 

different responses to external influences. Therefore, the expected impact is to   reduce the systematic faults being 

introduced throughout the I&Cs lifecycle process by decreasing the likelihood of CCF. The expected Probability of Failure 

on Demand PFD for both RPS and ESFAS will be more than 10−4and for control and monitoring system will be more 

than10−2 as compared to the proposed design in [24] which, is based on limited usage of diversity and has expected PFD in 

the  range 10−3to 10−4 for PRS and ESFAS, and 10−2PFD for control and monitoring system. 
 

 

Conclusion 
 

This paper discussed enhancing the reliability of digital I&Cs by defensing CCF which represents the main defect of digital 

I&Cs. The paper proposed extending the approach of defense-in-depth and diversity to new level. This level is the 

processing logic level, which is based on digital technology. Diversifying this level represents a remedy to latent software 

faults and hardware design or implementation faults which lead to CCF in digital I&Cs. Diversifying processing logic is a 

complementary and necessary attribute to realize other diversity attributes in addition to redundancy and independence. 

Finally, in this paper a fully diversified digital I&Cs architecture is proposed. This architecture is based two redundant and 
fully diversified RPSs. The processing logic of these two systems are 2out-of4.  The control and monitoring system is based 

on 2out-of 3 redundancy and diverse processing logic. Also, the ESFAS is based on 2 out-of 3 redundant and diverse 

channels and diverse processing logic. The processing logic in PRSs, control and monitoring, and ESFAS is based on fully 

diverse software and hardware. Compared to other I&Cs architectures which use redundant RPSs, one is hard-wired and the 

other is software based system,   it is expected that proposed architecture will be more reliable. In addition, the reliability of 

ESFAS and control system will be more reliable since they are based on diverse processing logic. 
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